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Overview

The purpose of this document is to gain an understanding of where the library may be vulnerable to business interruption, determine a plan of action to minimize such interruptions and determine on-going procedures for maintaining a healthy business environment. Our plan is broken up into two phases. Namely, Risk Assessment and Recovery Plan Development.
Risk Assessment:
The purpose is to identify an organization's assets, the information that supports the organization, and real or potential threats the organization faces. A well-conceived and executed risk assessment will examine all available resource sets (facilities, equipment, data and personnel) and how they should coalesce during a business emergency. The results of a risk assessment will form the basis for a strong and viable recovery plan, and answer the questions of how much patron and library personnel time will be lost because of unanticipated down time, which business applications and equipment should be migrated if required, and the time frame for declaring.

Recovery Plan Development:
In this segment, strategies are formulated that will guide the recovery process within our organization. These strategies will address "mission critical" functions and potential threats highlighted from the findings of the previous segment, as well as the goals of management. Options for recovering the resources that support the critical functions will then be identified and selected.

 
System Background Information

Severity Types

	Severity
	Severity Type
	Severity Description

	1
	Specialized
	This is a system that serves a very specific purpose for WPL. It has a very small number of users. Its data is useful but not mission critical.

	2
	Productivity Tool
	This is a system that helps people do their jobs more efficiently. This type of system is nice to have but is not required by any specific position.

	3
	Administration
	This is a system that is relied upon by the WPL purpose of day-to-day administration.  This systems data is critical for administration purposes.

	4
	Mission Critical
	This is a production system that is critical to the patrons of WPL. This system is either a service for our customers or is a service that is used by the WPL staff to serve our customers better. Any downtime by this system will impact our patron service delivery.


 
Library Production Systems

	System Name
	System Description
	Severity

	Sirsi Dynx
	This system contains all library cataloging and circulation information. It runs on an HP Proliant G6 Server that lives in the LL Back Room. This is the backbone of the library. All staff and patrons use this system, in addition to many users off-site.
	4

	Website
	The Whiting Public Library Website serves multiple purposes. It serves as a portal to connect to all on-line library resources; it serves as an interface to the on-line library catalogue system for patrons and staff. It is hosted by Alkon Consulting . Its production URL is https://www.whiting.lib.in.us .  
	4

	Email
	This system is hosted by Google Apps and all staff’s Email, Contacts, and Calendars are off-site.  Access to the system is url based.
	3

	Cassie
	This application is used to manage all patron access to public PC’s used for Internet Access in all departments.  This application uses a SIP to access patron records from Sirsi Dynx.  It runs on a Windows Server 2008R2 Server (WPL01) that lives in the LL Back Room
	4

	Fund Accounting
	This application is used to manage the library finances including Bill Paying and Payroll.  This application uses Access 2010.  It currently lives on a share on WPL01 and is available on  Mary Kershner (Asst Director) and Rachael DeLuna (Director) PC’s  located UL
	3


User Types

	User Type
	User Name
	User Description

	ALL
	ALL WPL Community
	The four groups below are key users of a given system. They may have the same use or varying uses.

	PTRN
	Patron
	These users are members of the library and have a valid library card.

	GUEST
	Guests
	These are people that have no library card, and may or may not be a resident of Whiting.

	STAFF
	WPL Staff
	These users are people that work for the WPL in any capacity.

	ADMIN
	Administration
	These users are ones that are administrators at the WPL


Risk Assessment

Under this phase, it is necessary to determine all of the computer systems that currently exist at WPL. Once these are identified it is necessary to determine their importance to the library and what risks exist that can potentially compromise these systems. Finally, it is necessary to determine the key personnel responsible for these systems. These people will be crucial in executing the Systems Recovery Plan.

Cassie
Severity Type: 4

User Type: PATRON, GUEST
Description:
This system is used by anyone who physically walks into the library to use any of the pc-based machines throughout WPL. It handles public internet access, word processing, and print management.  A local client is installed that is managed by Cassie Manager that runs on Windows Server 2008R2 (WPL01) located in the lower level back room.  It currently has licenses for up to 18 client connections. 

Potential Threats to System Health:
• Power failure in the WPL backroom room

• Viruses on server 

• Natural disaster i.e. (Tornado, Hurricane, Earthquake)

• Hardware Failures 

• Network failure host inaccessible

Business Impact:
Downtime of this server means renders all pc-based workstations useless. The pc-based workstations located on the lower and upper floors of the library would no longer be able to run the Cassie client. There are approximately 18 of these public workstations. 
Sirsi Dynx
Severity Type: 4

User Type: ALL

Description:
There are two levels of access to the system: staff access and public access. Staff access provides password-protected access to the system to allow functions necessary to continue the business of a library. Some of these functions include circulation functions, cataloging functions and reporting functions. Public access will allow users to search the online catalog for materials held at WPL. 

Potential Threats to System Health:
• Hardware failures.

• Power failure.

• Software problems 
• Natural disasters such as tornadoes, hurricanes, etc. that might damage the structure of the building or the infrastructure of the network connections the server relies on.

 Business Impact:
If the server is unavailable it will have varying levels of impact on the different groups of users. Patrons of the library will be able to check out and return materials by physically coming to the library. Patrons that are off site will be unable to access the catalog. Many staff members in the library will be unable to perform the main function associated with their positions. By this I refer to catalogers that will be unable to add or edit records to the database. The staff in technical services will be most impacted as their jobs revolve around ordering, receiving and adding to the catalog database system the records representing the items in the collection. 
WPL Website
Severity Type: 4

User Type: ALL
Description:

The Whiting Public Library Website serves multiple purposes. It serves as a portal to connect to all on-line library resources; it serves as an interface to the on-line library catalogue system for patrons and staff. 
Potential Threats to System Health:
• Hosting provider (Alkon) down or network connectivity issues
• Natural disaster i.e. (Tornado, Hurricane, Earthquake)

Business Impact:

Downtime of this server impacts all access to Whiting Public Library WWW resources
Email

Severity Type: 3

User Type: STAFF

Description:
This system is hosted by Google Apps for Non-Profits and all staff’s email, contacts, and calendars are off-site.  Access to the system is URL based.

Potential Threats to System Health:
• Software problems 

 Business Impact:
If the email system is off line, staff members will not have to ability to send/receive messages. Any outgoing messages will be queued until the system is back up.
Fund Accounting

Severity Type: 3

User Type: STAFF

Description:
This application is used to manage the library finances including Bill Paying and Payroll.  

Potential Threats to System Health:
• Hardware failures.

• Power failure.

• Software problems 

• Natural disasters such as tornadoes, hurricanes, etc. that might damage the structure of the building or the infrastructure of the network.

 Business Impact:
If the Fund Accounting system is unavailable – the library will not be able to perform any Accounting Practices including accounts payable and payroll.

 Non-Production Systems
Severity Type: 1

User Type: WPL
 Description:
These systems are treated differently than our other production systems. These are essentially all other systems not covered by the descriptions above. Machines that fall into this category are:

• OPAC and circulation desk machines: these machines do not store information locally and should never require any type of data backups.

• Personal staff terminals: every staff member who works for WPL
 has been issued a personal computer. These machines are designated for an individual within the library. They are used personally and professionally by a given staff member. 
• Public terminals: these machines do not store information locally and should never require any type of data backups. 

Potential Threats to System Health:
• Electronic viruses

• Hardware failure

• Hacking

• Power failure to WPL
• Natural disasters

 Business Impact:
The business impact of one of these machines being rendered useless can be varied.  For the four circulation desk machines the impact is quite different but the restoration process is the same for all of these types of machines.

Recovery Plan Development

The objective of the Recovery Plan Development segment is the formulation of the Business Recovery Plan that will guide the WPL staff through the recovery of the critical business functions in the event of a major disruption or emergency event. The Recovery Plan initiates the process of turning a critical business function or application recovery strategies into tactical operations. See the Restore Procedures section for each production system, for detailed steps on how to restore a given system

 Cassie System
Restore Procedures:
When downtime occurs due to one of the potential threats listed above, the following set of instructions should be executed:

 • Power Failure:

• In the event of a power failure in the machine room, the terminal server currently runs off of a UPS power backup supply. This should give the server ~20 minutes of extra running time. If the regular power supply is not restored, the Server will power down through normal means. Once power has been restored, identify the machine named WPL01 in the LL back room, and press the power button on the server. This will power the server backup and will allow the public workstations to run again.

• Electronic Viruses

• In the event of a virus on the server that is causing the server to act in way not considered to be normal operation, the first course of action is to email John@qisinc.com This email should contain a very detailed report of the problem that is being experienced with times, dates, people etc. QIS  will then investigate the problem. It will then be determined if there is a way to inoculate the virus, if there is not, the machine will be restored to the last known good configuration.
• Natural Disaster

• In the event of a natural disaster, and the WPL01 server is damaged or totally destroyed, our course of action will first be determine if the data on the WPL01 machine is recoverable. If the data is not recoverable either through the back-up (On-site or Cloud) or removable media because the building is destroyed then we can identify another machine we can build. The down side to this is that all of the past data will be lost.
• Hardware failure

• In the event of hardware failure on WPL01 the first course of action will be to determine what piece of hardware failed. After determining that, then call QIS and order a replacement part. If the data needs to be restored then the restore procedure from above will need to be implemented. 
• Network failure host inaccessible

•Network maintenance is the responsibility of ENA. Automated systems are in place to check network status and to alert ENA in the event of a network outage. If connectivity issues occur please contact ENA Help Desk at 888 612-2880
Sirsi Dynx
Restore Procedures:
When downtime occurs due to one of the potential threats listed above, the following set of instructions should be executed:

 • Hardware Failure:

• In the event of hardware failure on SIRSI the first course of action will be to determine what piece of hardware failed. After determining that, then call QIS and order a replacement part. If the data needs to be restored then the restore procedure from above will need to be implemented. 
• Power Failure:

• In the event of a power failure in the machine room, the terminal server currently runs off of a UPS power backup supply. This should give the server ~40 minutes of extra running time. If the regular power supply is not restored, the Server will power down. Once power has been restored, identify the machine named SIRSI in the LL back room, and press the power button on the server. 
• Software Failure:

• Software maintenance is the responsibility of Sirsi Dynx. In the event of a software failure call the Sirsi Help Desk   The Help Desk phone number is 800-288-8020. Site Code: 11255
• Natural Disaster

• In the event of a natural disaster, and the Sirsi Server is damaged or totally destroyed, our course of action will first be determine if the data on the Sirsi machine is recoverable. If the data is not recoverable either through the back-up or removable media because the building is destroyed then we can identify another machine we can build. The down side to this is that all of the past data will be lost. IBM and Sirsi would both be contacted on this issue.
 WPL Website

Restore Procedures:
If the Library’s website goes down
Contact:  Alkon Consulting Group, Al Konieczka, (219)365-1091
 Email System

Restore Procedures:
When downtime occurs due to one of the potential threats listed above, the following set of instructions should be executed:

• Software problems 

• Email is hosted by Google, any connectivity issues or mailbox problems, Google can be contacted directly support@gmail.com – provide domain name and issue or Contact John@qisinc.com for assistance.

Fund Accounting

Restore Procedures:
When downtime occurs due to one of the potential threats listed above, the following set of instructions should be executed:

• Hardware failure

• In the event of hardware failure on WPL01, the first course of action will be to determine what piece of hardware failed. After determining that, then call QIS and order a replacement part.  In the event of hardware failure on Mary or Rachael’s PC – the first course of action will be to determine what piece of hardware failed – call QIS and order replacement part or PC.  
• Natural Disaster

• In the event of a natural disaster, and the Fund Accounting System is damaged or totally destroyed, our course of action will first be determine if the data on the Accounting machine is recoverable. If the data is not recoverable either through the back-up or removable media because the building is destroyed then we can identify another machine we can build.

• Software Problems

• The Accounting Software was custom written by Brent W. Enderle, any issues will be handled directly by him.  Contact information: brent@avcnet.com or 866-847-4514 ext. 202
Non-Production Systems

Restore Procedures:
• For all problems regarding these systems:

• Gather as much information you can about the problem and communicate this to Quality Industrial Solutions, Inc. (Contact information listed below). This information should include but is not limited to: error message, message number, details of the error, how the error was generated, what time did the error take place at, who identified it, etc.
• i. Email: john@qisinc.com
• ii. Phone: 877-767-2356
 

Appendix

 **THIS WILL CONTAIN A COMPLETE INVENTORY/ASSET LIST OF ALL HARDWARE/SOFTWARE** 
Vendors:

Quality Industrial Solutions, Inc.


4633 W US Hwy 6


Union Mills, IN  46382


Phone: 877-767-2356


Fax: 877-731-9899


Email: suppot@qisinc.com

Alkon Consulting

P.O. Box 623
Schererville, IN 46375

Phone: (219) 365-1091
Fax: (219) 365-9601

Email: info@alkoncgi.com 
ENA

618 Grassmere Park Drive,
Suite 12
Nashville, TN 37211
Phone: (615) 312-6000
Fax: (615) 312-6099
Email:info@ena.com
Sirsi Dynx

3300 North Ashton Blvd 
Suite 500
Lehi, UT 84043
Phone: 800-288-8020

Fax: 801-331-7770

Email: support@sirsidynx.com
AVC Technology

238 S. Meridian St.

Indianapolis, IN  46225

Phone: 866-847-4514 ext. 202

Cell: 317-432-0516

brent@avcnet.com
