SPEAR
PHISHING

Spear phishing targets specific individuals or
companies. One of the most common examples is BEC,
or business email compromise. BEC attacks come in
many different shapes and sizes. Here's one example:

From:  jane.cco@acmecorp.com
To: crystal.cfo@acmecorp.com
Subject: Urgent

Crystal, did you get my email from earlier? | am about to join a meeting
and need this taken care of ASAP. Please process a wire of $12,550 USD
to the attached wiring instructions. Let me know when the transfer is
complete.

Thanks,

Jane

What's Crystal supposed to do in this situation? Her boss is asking her to
take care of something important ASAP. She might not want to bother
Jane if she's in a meeting. And the email itself doesn’t look threatening. It
comes from her boss, it uses clear language, and it addresses Crystal by
name. What would you do?

The answer is call Jane.

Even if there's a small chance that this is a legit email, you'd be much
better off interrupting a meeting, or putting off the wire transfer
until Jane is available, rather than complying with the request.

As always, treat all requests for personal information or financial transfers with a heavy

dose of skepticism. And report all phishing emails ASAP! If you're not sure how, please ask.
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