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2024 Cybersecurity Awareness Month s

Powering a State that Works

Week 1: Oct. 1-4, 2024-Theme: Staying Secure in the Office This theme will educate and keep our
workforce safe by reviewing cyber topics to help keep us safe in the office.

These Cybersecurity Awareness modules will be in SuccessFactors Learning. Select each link to Self-assign.

e CyberSafe in the Office Program Here you will find
seven lighthearted and humorous videos from Stay
Safe Online that looks at Cybersecurity awareness
safety in the office! (Each video is 1-3 minutes in
length)

e The Inside Man: New Recruits Game Mark Shepherd, the
Inside Man himself, is recruiting a crack security team to
thwart the sinister “Handler.” Your mission is to

accumulate points in a series of challenges that apply Hi. I'm Mark, and I'm a hacker.
lessons learned throughout the Inside Man series, to test But I've never really thought about the
your expertise in combating phishing, social engineering, RRaES pis ShARRe - Sdiet Suw bacr:
password breaches, ransomware, and document security. They were just numbers to me. Until

With Mark’s guidance, can you get enough points to join T2 R

his human firewall, heroically defending Khromacom?

e Resources: Additional newsletter, one-pagers, puzzles
and more are found here: https://www.in.gov/iot/statewide-training-resources/

Cybersecurity Crossword

How Secure is Your Password
Taking Care of your Credentials
Dealing w Data Securely
Ransomware Protection
Security Doc Vishing

o O O O O O


https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dPROGRAM%5fDETAILS%26programID%3dIOT%5f2024%5fOCT%5f000001%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000001%26componentTypeID%3dELRN%26revisionDate%3d1726144560000%26fromSF%3dY&company=indianaoff
https://www.in.gov/iot/statewide-training-resources/
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Week 2: Oct. 7-11, 2024, 2024 — Theme: Using Humor in Cybersecurity Awareness -This theme
focuses on resources to engage our employees, family, and friends using the topics of cybersecurity and humor.

These Cybersecurity Awareness modules will be in SuccessFactors Learning. Select each link to Self-assign.

CSEN: Cyber Security Entertainment Network
Program This fun and engaging program from the

Cyber Security Entertainment Network (CSEN) || ; ? _—
includes seven 60-second cybersecurity videos in one ' ' I I I

program that help drive awareness initiatives! ) : ‘_
Weekly Game Release: Danger Zone 2024 Game (5 . :_.I ' ”

minutes) Welcome to Danger Zone. Your task is to

guard the office against physical threats and cen
cyberattacks. Each choice you make will either o
strengthen the office’s security or give a crafty

cybercriminal an opportunity to attack. Throughout

your journey, you'll collect cybersecurity trophies!

Can you become a top-ranking cybersecurity expert and get your organization out of the Danger Zone?

Resources: Additional newsletter, one-pagers, puzzles and more are found here:
https://www.in.gov/iot/statewide-training-resources/

Cyber Scam Puzzle

10 Common Traits of a Phishing Email
Multi-Stage Vishing

Social Engineering Red Flags

How to Spot a Bad Link

O O O O O


https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dPROGRAM%5fDETAILS%26programID%3dIOT%5f2024%5fOCT%5f000002%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dPROGRAM%5fDETAILS%26programID%3dIOT%5f2024%5fOCT%5f000002%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000003%26componentTypeID%3dELRN%26revisionDate%3d1726145040000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000003%26componentTypeID%3dELRN%26revisionDate%3d1726145040000%26fromSF%3dY&company=indianaoff
https://www.in.gov/iot/statewide-training-resources/

Week 3: Oct. 14-18, 2024 — Theme: Keeping Our Families Safe Online. This theme focuses on
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educating our families and friends who have vulnerable populations close to them;
parents/grandparents and children.

These Cybersecurity Awareness modules will be in Ao We can
SuccessFactors Learning. Select each link to Self-assign. L g Secure Our World

CISA Secure Our World Program The Cybersecurity and

5

Infrastructure Security Agency (CISA), has a new PSA
entitled "We Can Secure Our World,” rock out with Kevin,
Max and Joan as you learn ways to stay safe online.

Weekly Game Release: Phish or Treat? - Phishing
Edition Game (7 minutes)

Resources: Additional newsletter, one-pagers, puzzles and more are found here:
https://www.in.gov/iot/statewide-training-resources/

o Internet Cookies

o Online Family Security Guide

o Raising a Responsible Digital Citizen

Kids Activities and KnowBe4 Games: (No login to KnowBe4 required) Watch the videos and download the
games to get the conversation started and to equip your children with the security skills that will benefit and
enrich their online experience.
o Password Zapper Game for Kids
Spot the Phish Kids Edition
Al Safety for Students
Hack-A-Cat: Your Cybersecurity Adventure on Roblox
Hack-A-Cat Roblox Game
Security Cats Activity Book

O O O O O

Internet Privacy Prank Video-BuzzFeed Videos (3 minutes) Watch this entertaining and informative video
with your kids! https://www.youtube.com/watch?v=YLWmjpPoJHk

BuzzFeed asked a bunch of people to do an interview about online privacy. What they didn't know is that the
interview was about their own online privacy. Information was found using Facebook, Twitter, Instagram,
Google, Tumblr, and more.

Videos for Parents/Grandparents:

o Mom Don't Click That Series- The video series “Mom Don't Click That" takes an illuminating and
light-hearted look at modern cybercrime through our parents’ eyes, including the best advice for
avoiding scams. https://www.youtube.com/playlist?list=PLyahECG3KsIHVA]bEuOJmfIFgFXBVu1r5

o 60 Minutes Report- Cyber scammers target parents, grandparents for digital theft | 60 Minutes
https://youtu.be/U2r1MJk85Z0o



https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dPROGRAM%5fDETAILS%26programID%3dIOT%5f2024%5fOCT%5f000003%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000005%26componentTypeID%3dELRN%26revisionDate%3d1726146360000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000005%26componentTypeID%3dELRN%26revisionDate%3d1726146360000%26fromSF%3dY&company=indianaoff
https://www.in.gov/iot/statewide-training-resources/
https://training.knowbe4.com/modstore/view/7cb9f864-0d6f-43e1-94f5-f143b33302dd
https://training.knowbe4.com/modstore/view/0654978b-22b8-4b91-808d-af71060a8692
https://training.knowbe4.com/modstore/view/faf8def0-1248-4f50-a171-634fa207f1ac
https://training.knowbe4.com/modstore/view/4be6a93b-b380-4e5a-934a-27b12674d841
https://training.knowbe4.com/modstore/view/4be6a93b-b380-4e5a-934a-27b12674d841
https://www.roblox.com/games/12251509819/KnowBe4-Hack-A-Cat
https://www.knowbe4.com/hubfs/2023%20Cybersecurity%20Activity%20Kit%20Page%20Assets/KnowBe4-Cybersecurity-Activity-workbook-1.pdf?hsLang=en
https://www.youtube.com/watch?v=YLWmjpPoJHk
https://www.youtube.com/playlist?list=PLyahECG3KslHVAjbEuOJmfIFqFXBVu1r5
https://youtu.be/U2r1MJk85Zo
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Concern: Navigating the Cyber Risks of Pet Social Media

'

e Pet Parents please see this resource article: Paws for &
- ’ ' -
a e

h } -i_'l".i
Phbis (110 Jy A%y FER AT

Someone discovered my

PASSWORD.

Now | have to rename my dog.

Week 4: Oct. 21-25, 2024, — Theme: New Weekly Idea: Mobile Device, Travel Security and Remote Work -This theme
focuses on how we can educate ourselves, our employees, and our families to stay safe using Mobile Devices,
Traveling Security and Remote Work.

o These Cybersecurity Awareness modules will be in SuccessFactors Learning.
Links below take you directly to the modules in SF Learning.

o | Am Remote (5 minutes) NEW
KnowBe4 Video-The popularity of
remote work has continued to grow
over the years, and it's not showing
any signs of slowing down. As we
embrace culture, we need to
continue to embrace remote security.
Follow Jarvis as he takes you through
his typical day.

o Security Bytes: Mobile Security (1
minute) Short video with best
practices for staying cybersecure
when using a Mobile Device.

o Road Warriors: Remote & Mobile
Security (4 minutes) As a remote
worker, your office is everywhere. Discover the added threats that come with taking your devices
on the road and learn how to defend your information.

e Weekly KB4 Game Release: Double Trouble Trivia: Security Awareness Game (8 minutes)
Reinforce key security awareness concepts with this engaging Jeopardy-style trivia game. The contest
features four categories. Each category consists of four questions with point values ranging from 100 to 400.
To win, you must earn 3,200 points before your opponent, who earns double the points for each question
you answer incorrectly.



https://www.fitbark.com/blog/paws-for-concern-navigating-the-cyber-risks-of-pet-social-media?srsltid=AfmBOoqOspArXhFl26TVKwvRy8em7FrQZkimoCddulrkLnxG711nPcOc
https://www.fitbark.com/blog/paws-for-concern-navigating-the-cyber-risks-of-pet-social-media?srsltid=AfmBOoqOspArXhFl26TVKwvRy8em7FrQZkimoCddulrkLnxG711nPcOc
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000006%26componentTypeID%3dELRN%26revisionDate%3d1726146600000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000007%26componentTypeID%3dELRN%26revisionDate%3d1726147020000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000007%26componentTypeID%3dELRN%26revisionDate%3d1726147020000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000008%26componentTypeID%3dELRN%26revisionDate%3d1726147080000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000008%26componentTypeID%3dELRN%26revisionDate%3d1726147080000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000004%26componentTypeID%3dELRN%26revisionDate%3d1726145220000%26fromSF%3dY&company=indianaoff

e Resources: Additional newsletter, one-pagers, puzzles and more are found here:
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https://www.in.gov/iot/statewide-training-resources/

o
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Cyber Essentials Remote Work

Taking Home Security Awareness

Mobile Device Hygiene

Mobile Devices and Remote Security

Smart Security for Smartphones

The Price of Convenience Mobile App Security
How do you know if a link is malicious?

Week 5: Oct. 28-31, 2024 — Theme: Al and Deepfakes Awareness-This theme focuses on educating about the

growing risk of

These Cybersec

Al and deepfakes.

urity Awareness modules will be in SuccessFactors Learning. Links below take you directly to the

modules in SF Learning.

Al and Deepfake Awareness Program this program contains

the following m
Awareness:

o How Artificial Intelligence is Used by Scammers: The
Story of Terry and Elva of Pennsylvania (16 minutes)

o | Challenged My Al Clone to Replace Me for 24 Hours
(7 minutes)

e  Weekly

(10 minutes)

Resources: Additional newsletter, one-pagers, puzzles and more are found

ainstream videos on Al and Deepfake

ELVA AND TERRY HOLTZAPPLE, PA

KB4 Game Release: Hack Attack: Social Engineering Game

here: https://www.in.gov/iot/statewide-training-resources/Cybersecurity

themed puzzles

O
O

O

Dangers of Disinformation Newsletter
How to Spot a Deepfake
Stop the Spread



https://www.in.gov/iot/statewide-training-resources/
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dPROGRAM%5fDETAILS%26programID%3dIOT%5f2024%5fOCT%5f000004%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000002%26componentTypeID%3dELRN%26revisionDate%3d1726144800000%26fromSF%3dY&company=indianaoff
https://performancemanager8.successfactors.com/sf/learning?destUrl=https%3a%2f%2findianaoff%2eplateau%2ecom%2flearning%2fuser%2fdeeplink%5fredirect%2ejsp%3flinkId%3dITEM%5fDETAILS%26componentID%3dIOT%5f2024%5fOCT%5f000002%26componentTypeID%3dELRN%26revisionDate%3d1726144800000%26fromSF%3dY&company=indianaoff
https://www.in.gov/iot/statewide-training-resources/

