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Agency Name  BU   Credit Card Management Plan
	Author:  Enter text here.
	Date Of Completion: Drop down to select date.

	Last 4 Digits of PCard Central Bill:  Enter text here.
	Last 4 Digits of TCard Central Bill:  Enter text here.


Abbreviation Note: Procurement Credit Card = PCard; Travel Credit Card = TCard

As required by Financial Management Circular 3.5, this Credit Card Management Plan outlines the policies and procedures that are critical to the management of the State of Indiana Credit Card Program.  The purpose of this plan is to ensure that a system of internal controls is followed to mitigate the potential for fraud, misuse, and delinquency. The document should aid the Agency in providing a basic structure and management of their credit card program. The document is intended to be a living document and should be updated as changes occur within the Agency’s credit card program.  An electronic copy is to be sent on an annual basis to the Indiana Department of Administration (IDOA) Credit Card Program Manager.  Completion of the plan is mandatory. 

Directions: All text in yellow should be replaced with the Agency’s own text.  The questions and tables should be used as guides but should not limit the content the Agency may want to include in its plan.  If a section does not apply to the Agency’s program, indicate N/A and the reason why the section does not apply.  Save the document using the following naming: “<Submission Year>  <Agency Acronym> <Agency BU>  CC Management Plan.” Email completed plan and/or annual attestation (located at the end of this plan) to CreditCardServices@idoa.in.gov by February 1st each year. 
1.  Personnel Management
[bookmark: _Toc372553899]1.1 Key Management Officials This section lists the key credit card program management officials involved in the Agency credit card program.

Agency Program Administrators (APA’s) and Agency Fiscal Agents (AFA’s)
Agencies are required to appoint at least one APA and one AFA for the credit card program.  APA’s are the primary point of contact for overall credit card program management for the Agency.  The APA is responsible for the verification of transaction amounts, chartfields, attachments, and running the load voucher process to create an accounts payable control group. The APA is also responsible for submitting new account applications, exception requests, and other account needs on behalf of the cardholder. The AFA’s approve the control group and forward to the Auditor of State Office for payment.

	List all APA’s (*This list will be used to update IDOA’s master list; please be accurate!) 
	PeopleSoft ID
	Does the APA manage both P/T cards, PCards only, or TCards only? (check one):
	Click here if the APA is a SBA Centralized Accounting employee? 

	Enter name here.
	Enter PS ID here.
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	Enter PS ID here
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	Enter PS ID here
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	Enter PS ID here
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	Enter PS ID here
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	Enter PS ID here
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	List all Agency Fiscal Administrators:
	
	Does the AFA approve both P/T cards, PCards only, or TCards only (check one):
	Click here if the AFA is a SBA Centralized Accounting employee: 

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     

	Enter name here.
	
	Both: ☐     PCard Only: ☐     TCard Only: ☐
	Yes: ☐     



Agency Procurement Agents
Agency Procurement Agents provide procurement policy guidance for credit card purchases.  The State credit cards are not only a method of payment but a purchasing method, therefore, all policies, procedures, and statutes governing purchasing activities for the State of Indiana must be followed when utilizing the credit cards.    
· Name all the Agency Procurement Agents who provide oversight and guidance for credit card purchases: 
Enter text here. 

· Describe specifically how the Agency Procurement Agents are involved in the Agency’s credit card program: 
Enter text here. 
Describe when and how are the Agency Procurement Agents consulted before making credit card purchases: 
Enter text here. 

[bookmark: _Toc372553900]1.2  Process for Appointing Cardholders  
This section outlines Agency policies and procedures for appointing PCard and TCard cardholders. The credit cards are a corporate liability card not an individual liability card.  Credit limits are based on the State’s credit.  As a corporate liability program, the State pays the monthly bill regardless of the purchases made with the card.  This should be considered when appointing cardholders. At minimum, all cardholders are required to complete the online IDOA Credit Card Training before applying. 

Cardholders are the only authorized persons to make purchases with their State issued credit card.  Cardholders can make purchases on behalf of others, however, only the cardholders are authorized to complete the transaction. 

· Does the Agency allow anyone other than the assigned cardholder to utilize an individual’s card and authorize transactions?
Yes ☐  No ☐ If yes, contact CreditCardServices@idoa.in.gov, for assistance in identifying an alternative cardholder.
How does the Agency ensure only the assigned cardholder is the authorized user of the State credit cards? 
Enter text here. 

· Do all Agency cardholders understand they are responsible for any transaction made with their credit card regardless of who makes the transaction (legitimate fraudulent or disputed transactions excluded)? 
Yes ☐  No ☐

Appointing Procurement Cardholders
State guidelines require PCard cardholders to have a daily business responsibility which would require the use of a purchasing card to effectively complete their job.  Cardholders are responsible for following all applicable Indiana Laws, Procurement policies of the State and employing Agency, and credit card policy. 

· What is the Agency’s internal process for identifying which employees require a PCard? 
Enter text here.

· What specific Agency job duties or functions would require an employee to be a designated PCard cardholder?
Enter text here. 


Appointing Travel Cardholders 
State guidelines for appointing TCard cardholders require that an employee must travel for State business on a regular basis (approximately 4 times/year or more) or be the Agency’s designated Travel Administrator/Coordinator who schedules and purchases travel arrangements on behalf of other Agency employees.  Cardholders are responsible for following all applicable Indiana Laws, travel policies of the State and employing Agency, and credit card policy. 

· Does the Agency appoint TCards to individual State employees who regularly travel and purchase their own travel arrangements? Yes ☐  No ☐
If yes, what additional Agency criteria is used to determine if an employee requires an individual TCard?  
	Enter text here. 

How many active TCards are currently issued to Agency employees who purchase only their own travel arrangements? Enter text here. 
How and when does the Agency review the needs of travelers to ensure a Travel card is still necessary for an individual employee?  Enter text here. 

· Does the Agency appoint TCards to individuals who are responsible for purchasing travel arrangements on behalf of other Agency State employees (ie: a Travel Administrator/Coordinator)? Yes ☐  No ☐
If yes, what additional Agency criteria is used to determine if an employee requires an Agency TCard?  
	Enter text here. 
	How many active TCards are currently issued to Agency Travel Administrators/Coordinators? 
	Enter text here. 

[bookmark: _Toc372553901]1.3  Employment Termination or Change of Duties
When a cardholder's employment is terminated or their job duties within the Agency no longer require use of the State credit cards, the cardholder must relinquish their credit card to the APA at the time of employment separation or transition. The APA is responsible for canceling the card via the appropriate bank system (i.e. PaymentNet) and destroying the card. The APA will complete Tab 3A on the Master Application Spreadsheet and email it to CreditCardServices@idoa.in.gov.

· How are APA’s notified when cardholders need to close their accounts? Enter text here.
Describe how the APA’s proactively review active accounts to determine if the accounts are still required or necessary: Enter text here.
Name the APA who is responsible for closing the account in PaymentNet: Enter text here.
Does the APA have active PaymentNet access? Yes ☐  No ☐ If no, contact CreditCardServices@idoa.in.gov and request access; please provide the employee’s name, PeopleSoft ID, business unit, and indicate if the person needs access to Agency PCards, TCards, or both. 
Does the Agency currently need assistance from IDOA Credit Card Services regarding utilizing PaymentNet or PeopleSoft to review Active accounts and to report closures: Yes ☐  No ☐  If yes, contact CreditCardServices@idoa.in.gov
Identify the APA who notifies CreditCardServices@idoa.in.gov of the closed account? Enter text here. 
Identify the APA who is responsible for destroying the plastic credit card once closed? Enter text here. 
[bookmark: _Toc372553902]2.  Training
The State requires all credit card participants (cardholders, proxies, program administrators, fiscal agents) to complete the online IDOA credit card training prior to application of a credit card or assignment of roles. Training must occur regularly thereafter on an annual basis.  For more information on the specific required training refer to https://www.in.gov/idoa/state-purchasing/purchasing-and-travel-card-program/

How does the Agency implement and track annual refresher trainings? Enter text here.
What information is included in the annual refresher training? Enter text here
· Has the Agency developed any supplemental educational materials and/or standard operating procedures for the Agency’s credit card program? Yes ☐  No ☐
If yes, please provide copies by attaching via email when submitting the plan. Please check here to attest the documents are attached via email ☐
If yes, how are the supplemental materials and procedures distributed to and used by the credit card personnel? 
Enter text here.
[bookmark: _Toc372553904]2.1  Trainings by Role
Cardholder A cardholder is anyone who has a State of Indiana credit card in their name.
· Other than the IDOA minimum requirements for training, does the Agency offer any additional cardholder training? Yes ☐  No ☐
If yes, please specify and describe: Enter text here.

· Do cardholders know where to locate the online IDOA Credit Card policy and resources? Yes ☐  No ☐
If no, how and when will the Agency train cardholders on where to find IDOA Credit Card policy and resources?  
Enter text here.

· Are Agency PCard cardholders required to complete IDOA’s Delegation of Purchasing Authority Program? 
Yes ☐  No ☐

If no, how does the Agency train cardholders on State Procurement Policy? Enter text here.

· How are cardholders trained on the available State’s Quantity Purchase Agreements (QPA’s)?
 Enter text here.
Explain the Agency’s internal process to purchase a QPA item: Enter text here.  
How do cardholders purchase or request a QPA item? Enter text here.

· How does the Agency train TCard cardholders on State Travel policy?  Enter text here.

· How does the Agency train travelers, who are benefitting from use of the Agency’s TCard but do not have their own TCard issued to them, on State Travel Policy? Enter text here.

· Do all TCard cardholders know where to locate the online IDOA Travel policy and resources? Yes ☐  No ☐
If no, how and when will the Agency train cardholders on where to find IDOA Travel policy and resources?  
Enter text here.

Agency Program Administrator (APA)
· Other than the IDOA minimum requirements for training, does the Agency offer any additional APA training?
 Yes ☐  No ☐
If yes, please specify and describe: Enter text here.

Do all APA’s currently know where to locate the online IDOA Credit Card policy and resources? Yes ☐  No ☐     
If no, how and when will the Agency train APA’s on where to find IDOA Credit Card policy and resources?  Enter text here.

Are APA’s required to complete IDOA’s Delegation of Purchasing Authority Program?  Yes ☐  No ☐

If no, how does the Agency train APA’s on Procurement Policy?  Enter text here.

How are APA’s educated on the available State’s Quantity Purchase Agreements (QPA’s) ? lsdkjflkasjd

How does the Agency train APA’s on State Travel policy?  Enter text here.

· Do APA’s know where to locate the online IDOA Travel policy and resources? Yes ☐  No ☐
If no, how and when will the Agency train APA’s on where to find IDOA Travel policy and resources?  Enter text here.

· Do the APA’s have access to PaymentNet? Yes ☒  No ☐
If no, contact CreditCardServices@idoa.in.gov for PaymentNet access. 
If yes, how does the Agency train APA’s to utilize PaymentNet? Enter text here. 
How do the APA’s utilize PaymentNet?  Enter text here.

Agency Fiscal Agent (AFA)
Describe any additional trainings or materials the Agency provides Credit Card AFA’s: Enter text here.
[bookmark: _Toc372553907]3.  Risk Management
[bookmark: _Toc372553908]3.1  Credit Limit Management
This section outlines the Agency credit allocation and management processes and procedures.  The Agency’s overall credit limit is determined by IDOA and the Agency based on past SDO limits, historical spend and intended uses as outlined by each agency.  The Agency then decides how to allocate the credit among cardholders, subject to IDOA final approval.  SBA can provide additional guidance and final approval as needed.  Credit should be allocated to cardholders based on spending needs.  It is not necessary to allocate all the Agency’s credit. It is best practice to not allocate all the credit so there is credit to allocate if additional cardholders are added later.  It is also best practice to regularly review account limits (monthly and single purchase) to make sure limits are not higher than necessary to reduce chances of fraud and misuse. Explain the Agency’s controls, practices and procedures relating to credit allocation for the procurement card program.  

What is the Agency’s total PCard central bill credit limit?  Enter text here. 
What is the Agency’s total TCard central bill credit limit?  Enter text here. 
Describe how the central bill monthly limit is regularly reviewed to make sure it is not higher or lower than needed:  Enter text here. 
Does the monthly credit limit need adjusted and if so please explain: Enter text here.
· How does the Agency determine the monthly credit limit that will be allocated to each cardholder?
Enter text here.  
How are monthly spending trends examined and credit allocation among cardholders re-evaluated?
Enter text here.  
· How does the Agency determine the single purchase limit that will be allocated to each cardholder?
Enter text here.
How are single purchase limit spending trends examined and adjusted among cardholders?
Enter text here.  

· How does the Agency collaborate with the State Budget Agency to determine an overall credit card program limit. 
Enter text here.
How does the Agency report their overall credit card usage to the State Budget Agency? Enter text here.
What information is shared and how often? 
Enter text here.

[bookmark: _Toc372553909]3.2  Delinquencies
A delinquency occurs when a central bill payment is late.  IDOA can assist in monitoring delinquencies, however, it is crucial that the Agency be proactive in identifying and resolving any delinquency problems.  Delinquent central bill accounts can be suspended, which will suspend all Agency individual accounts until all payment are current.

· Do all parties involved in the credit card payment process (cardholders/proxies, APA’s, and AFA’s) fully understand the credit card delinquency criteria and suspension process (PT Card Payment Process and Suspension document)
Yes ☐  No ☐
If no, please describe how and when all parties will be educated on the process: Enter text here.

Do cardholders/proxies reconcile transactions within 5 business days as directed by policy? Yes ☐  No ☐
If no, describe the Agencies plan to monitor and enforce timely reconciliation: Enter text here.

What is the Agency’s process for ensuring that all payments are timely and accurate? Enter text here. 

How many times were credit card payments delinquent in the last calendar year?  Enter text here.
How did the Agency respond to each instance? Enter text here.   What root causes were identified and remedied?  Enter text here.

· Does the Agency access monthly statements electronically via PaymentNet? Yes ☐  No ☐ If no, contact CreditCardServices@idoa.in.gov for access to PaymentNet and directions on how to access the statements electronically. *Statements are available for download the day after the cycle closes.
[bookmark: _Toc372553910]3.3  Purchasing Misuse and Abuse
This section outlines Agency risk management procedures regarding credit card misuse and abuse.  Prohibited purchases will be paid by the State to avoid delinquency, however, the cardholder is liable for repayment to the State. IDOA Compliance Plan and guidance can be found https://www.in.gov/idoa/state-purchasing/purchasing-and-travel-card-program/.  This section will explain the Agency’s controls, practices, and procedures relating to misuse and abuse.
  
List the best practices and methods the Agency has found to be effective in managing risk, reducing chances of misuse and abuse, and auditing for inappropriate purchases: Enter text here.
Who oversees the risk management and/or audit process? Enter text here.
What are the Agency’s procedures for reviewing credit card purchases for appropriateness? Enter text here.
Does the Agency monitor purchases specifically for IDOA Procurement Policy or Travel Policy compliance?  
Yes ☐  No ☐ 
If yes, please provide details how: Enter text here.
What are the results? Enter text here.
How many times was there misuse or abuse of the credit cards within the last calendar year? Enter text here. 
How did the Agency address each instance? Enter text here.  
Does the Agency need more restrictive controls on accounts to reduce misuse? Yes ☐  No ☐ 
If yes, please provide details: Enter text here.
[bookmark: _Toc372553911]3.4  Merchant Controls Establishment
This section summarizes merchant authorization controls.  Each Agency starts with the standard Merchant Category Code (MCC) group. Agencies may have special purchasing needs that are unique to their Agency.  Agencies are allowed to apply to add an Agency-specific MCC group or blanket exception to policy.  This is subject to AOS, IDOA, SBA, and SBOA approval.  

· List all the current approved Agency specific exceptions:
Enter text here.
What steps does the Agency take to mitigate the additional risk of these authorized exceptions? Enter text here.
How does the Agency ensure the credit cards are used as a payment method of last resort before submitting for temporary or permanent exceptions? Enter text here.
[bookmark: _Toc372553919]3.5  References for Purchasing and Travel Policy Oversight
This section contains a listing of key websites and documents prepared by IDOA Procurement regarding purchasing policy, contracts, and travel policy.  This is not an all-exhaustive list. Agencies should also be familiar with additional resources such as the SBA Financial Management Circular’s, Office of Technology purchasing policy, and State Board of Accounts Accounting Manual.
							
IC 5-22-4-1
Current QPAs and Contracts
P/TCard Program User Manual					
Delegation of Purchasing Authority Program	
State Travel Policy		
Suspended Vendor List		
Buy Indiana		
	
· Does the Agency have any additional purchasing policies and procedures that are more restrictive than the State policies above? Yes ☐  No ☐
If yes, please provide copies by attaching via email when submitting the plan. Please check here to attest the documents are attached via email ☐

· Does the Agency have an internal Agency Travel Policy? Yes ☐  No ☐
[bookmark: _Toc177456870][bookmark: _Toc372553914]If yes, please provide copies by attaching via email when submitting the plan. Please check here to attest the documents are attached via email ☐
3.6 Tax Exemption and Recovery 
This section outlines agency policies and procedures to promote tax exemption and ensure the effectiveness of tax recovery.  It is up to the individual cardholder to inform merchants during the use of the State credit card to exempt transactions from all allowable taxes or collect any taxes charged after the transaction has occurred. 

Explain how the Agency promotes tax exemption with State PCards: Enter text here.
Does the Agency provide its cardholders with the state tax exemption letters?  Yes ☐  No ☐

Explain how the Agency promotes tax recovery with purchases made on State PCards: Enter text here.

· How are Agency travelers and TCard cardholders informed of in-state hotel tax exemption policy and process? For reference see: DOR Bulletin #41 Sales Tax & DOR Sales Tax & County InnKeeper's Tax Exemption Memo
 Enter text here.

How does the Agency recover in-state hotel taxes put on State TCards?  Enter text here. 

3.7 Secure Storage and Safekeeping
State credit cards should always be treated with a level of care that will keep the card secure and the account number carefully guarded. For example, account numbers should not be posted at desk, shared with employees, or written in a day planner. The cardholder’s first / last name and the last 4 digits of the card should be the only information included in an email or documented correspondence.  Credit cards should not be kept with personal belongings and are State property. TCards should only be carried on person when necessary for State travel. 

· Provide details regarding how credit cards are secured at the employee workstation or locked designated area: 
Enter text here.
· How does the Agency monitor safekeeping of the credit cards? 
Enter text here.
· How does the Agency educate cardholders on secure safekeeping of their State credit cards? 
Enter text here.

End of Agency Management Plan.















Annual Attestation Section
Directions: The annual attestation section may be completed in lieu of completing a full Agency Management Plan once a full and complete plan is on file and as directed by IDOA. Please note who reviewed the previously submitted plan, when the review occurred, and list any changes year over year. Attestations are due in by February 1st each year.
Year 1: I, Enter APA Name, have reviewed the above and previously submitted Agency Management Plan on Drop down select date.  I do hereby attest that to the best of my knowledge, the above content remains accurate and true from the previous year, with the exception to updates that I made to the following sections: 
List section and brief description of updates. 

Year 2: I, Enter APA Name, have reviewed the above and previously submitted Agency Management Plan on Drop down select date.  I do hereby attest that to the best of my knowledge, the above content remains accurate and true from the previous year, with the exception to changes that I made to the following sections: 
List section and brief description of updates. 

Year 3: I, Enter APA Name, have reviewed the above and previously submitted Agency Management Plan on Drop down select date.  I do hereby attest that to the best of my knowledge, the above content remains accurate and true from the previous year, with the exception to changes that I made to the following sections: 
List section and brief description of updates. 

Year 4: I, Enter APA Name, have reviewed the above and previously submitted Agency Management Plan on Drop down select date.  I do hereby attest that to the best of my knowledge, the above content remains accurate and true from the previous year, with the exception to changes that I made to the following sections: 
List section and brief description of updates. 

Year 5: I, Enter APA Name, have reviewed the above and previously submitted Agency Management Plan on Drop down select date.  I do hereby attest that to the best of my knowledge, the above content remains accurate and true from the previous year, with the exception to changes that I made to the following sections: 
List section and brief description of updates. 



Page 2 of 2

image1.png




