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	3
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	TH
	4
	Updated technical requirements section

	6/12/2024
	TH
	6
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1. Overview
Requirements are statements of business problems and/or needs in as much detail as will fully explain the problems and/or needs.  Requirements are NOT statements of a solution to a problem or need.  Requirement elements may include business, functional and technical detail.  Each requirement must be stated as a unique objective that is:
· Necessary (i.e., absolute requirements that are to be verified are identified by “must” or “shall”)
· Correct (i.e., an accurate description of a feature or process)
· Unambiguous (i.e., can have only one interpretation)
· Complete (i.e., answers the questions who, what, when, where, why, and what if)
· Consistent (i.e., is not in conflict with other requirements)
· Verifiable and Testable (i.e., is stated in concrete terms and measurable quantities.  Can be used to create one or more clear tests to verify the requirement has been met.)
· Modifiable (i.e., the structure and style of the requirement are such that any necessary changes to the requirement can be made easily, completely, and consistently)
· Traceable (i.e., the origin is clear and can be tracked in future development activities and tests)




2. Business Requirements Detail

	Business Req. No.
	Business Requirement Description
	Priority
	Source
	Status
	Comments

	2.1
	Licensing - End users can manage and track their licensing requests within the system as well as manage their existing licensing credentials
	High
	
	Final
	

	2.2
	System Administration – System Admin ONLY system settings panel
	High
	
	Final
	

	2.3
	System Access - PLA system administrators can administer user accounts along with security roles and unlock/reset accounts that were locked by security measures
	High
	
	Final
	4/26 is this redundant or is this needed when we have Access Indiana

	2.4
	Business Rules Management - PLA system administrators can administer business rules/workflows
	High
	
	Final
	This will address Licensing Prerequisites and a vast majority of things

	2.5
	Accounting – Transactions/settlements with receipts that can provide visibility and administration into source funding allocations 
	High
	
	Final
	4/29: Need more details on fee types from obtained by methods; finance data can be drilled down to monetary specifics

	2.6
	Analytics and Reporting - Ad-Hoc Reporting that can be scheduled to provide exports via email
	High
	
	Final
	

	2.7
	Service Request Management - PLA and Partner Agency users can be assigned a wide variety of licensing requests
	High
	
	Final
	

	2.8
	Document Management - Users with access can upload/download singular or in bulk and apply metadata to facilitate search/filter features
	High
	
	Final
	

	2.9
	Case Management – PLA users can create and link cases containing litigation matters to licensed entities 
	High
	
	Final
	

	2.10
	User Authentication – To utilize Access Indiana (SSO provided by State of Indiana) 
	High
	
	Final
	

	2.11
	Search & Filter Functionality - Provides efficient search and filtering capabilities that will help users find relevant information. 
	High
	
	Final
	

	2.12
	Notification Management – System wide or user-based notifications that can be administered by appropriate roles and triggered based on business rule / workflow
	High
	
	Final
	Also serves to help end users

	2.13
	Asset / Item Management – Any licensed entity will have a customizable user-friendly tree map of the following trackable items related to their account: 
· User Information
· Licensing
· Employment
· Bonds/Insurance
· Business(es)
· Education
· Credit Hours
· Inspections
· Cases
· Documents
· User Targeted Notifications
· Transactions / Balance
· Change History
· Content Management
	High
	
	Final
	

	2.14
	Mobile Compatibility – System can be fully utilized on major mobile web browsers such as Edge, Firefox, Chrome, and Safari.
	High
	
	Final
	

	2.15
	Compliance and Security - Adheres to SOI-IOT Enterprise Architecture and complies with relevant State regulations.
	High
	
	Final
	

	2.16
	API Integration – Allow connections from/to different system interfaces
	High
	
	Final
	

	2.17
	Portal and View Management – Modules/dashboards that can be customizable to display system features and work activities that pertain to role presets defined by PLA 
	High
	
	Final
	We can expand this for executive, CSR, etc

	2.18
	Data Retention Policy – The system should allow storage of ALL records for the exact duration enforced by the State of Indiana
	High
	
	Final
	

	2.19
	Continuing Education – Certain professions are required to maintain or obtain predefined total number of credit hours in order to apply for or keep their license in good standing
	High
	
	Final
	

	2.20
	Licensing Data Collection – Licensees are required to provide data relating to their professional license and merit for licensing:
· Survey
· Method Obtained 
· Demographics
· Examination
· Certification
· Education
· Employment
· Bond
· Insurance
· Personnel
	High
	
	Final
	

	2.21
	Inspections Management – Used by the compliance office to administer inspections against licensed facilities with reliance on GIS data 
	High
	
	Final
	

	2.22
	Low-Code UDFs – Customizable user-friendly user defined fields that can be implemented anywhere in the system 
	High
	
	Final
	

	2.23
	Quota Management – Ability to track permits (issued & available) based locale and population
	High
	
	Final
	

	2.24
	GIS Mapping – Utilized by Inspectors (CSR) and provides pharmacy locations
	High
	
	Final
	

	2.25
	Board Management – Tracks permit requests that collects board decisions, meetings, and agendas
	High
	
	Final
	








3. Functional Requirements Detail

	Functional Req. No.
	Detailed Functional Requirement Description
	Source

	3.10
	Licensing / Service Request Management 
The system shall have similar core functions to an ITIL standard Service Request Management System.
Shall allow users to create and modify application requests.
Shall allow users to monitor statuses on an application request.
Shall allow users to view their licensing application pathway (start-to-finish)
Shall allow request assignments and reassignments to PLA / Partner Agency Staff
Service request shall allow users to escalate requests when a specific criterion is met.
Service request shall utilize document management features in context.
Service request shall utilize notification management features in context.
Service request shall allow options to require tiered approvals.
Service request management shall be subject to security roles.
Service request items must have trackable attributes and system wide traceability.
Service request items shall be subject to business rules/workflow management.
The primary function of the service request management system shall be a user-friendly, low-code/no-code solution.
	2.1
2.7

	3.2
	System Administration / Access
1. System shall have an admin panel that controls system features:
1.1. Administration to security roles 
1.1.1. Including management of 3rd party/delegated access
1.1.2. Management of workgroups (via business functions)
1.1.3. Administration to logins/user access accounts
1.1.4. Administration to user access levels based on roles assigned
1.2. Administration to specific service request components
1.2.1. Licensing Management Settings
1.2.2. Case Management Settings
1.2.3. Inspection Management Settings
1.2.4. Board Management Setting
1.3. Administration to views, portals, and assets based on roles
1.4. Administration to business rules settings
1.4.1. Settings for field parameters
1.4.2. Settings for workflow view
1.4.3. Settings for rule hierarchy 
1.5. Administration to document management settings
1.6. Administration to notification settings
1.7. Administration to ad-hoc reporting settings
1.8. Administration to financial settings (fees & payments)
1.9. Administration to data classifications and data structure (security role related)
1.9.1. Must have sub-menu for User Defined Fields (UDF attributes and relationships)
1.9.2. Must have sub-menu for data integrity (includes merges, real-time statuses, etc)
1.9.3. Must allow management of comprehensive system taxonomy.
1.10. Administration to search/filter settings
1.11. Administration to data retention policy settings
1.12. Administration to API connections settings
1.13. Administration to asset management 
1.14. Administration to content management
1.15. Administration to error logs for diagnostics
2. The System Administration panel shall be available to PLA IT System Administrators only.
3. System Administration panel shall be a user-friendly, low-code/no-code solution
	2.2,
2.3,
2.18,
2.22

	3.3
	Business Rules / Workflow Management
1. It shall allow users to create, modify, and delete business rules system wide.
2. The business rules must allow for hierarchy of rules for rule chaining and rule ownership.
2.1. Rule ownership must be role-based (workgroups)
2.2. Hierarchy is dynamic resulting in rulesets.
3. It shall allow for multiple views.
3.1. Workflow (presentation)
3.2. Table(s) (default view / working)
4. The business rules management system shall be subject to security roles.
5. Rules must have trackable attributes and system wide traceability.
6. Rules management interface shall be a user-friendly, low-code/no-code solution
	2.4

	3.4
	Accounting / Comptroller
1. Invoicing and fund management
1.1. Users shall have the option to group fees incurred to make a single payment through the system’s shopping cart.
1.2. Users shall be able to mark (add/remove) items for payment within their account.
1.3. Users shall have invoice processing capabilities to receive generated receipts from any electronic transaction either by saving to device, email, or postmark.
1.4. User payment transactions shall have traceability to each item selected.
1.5. Each fee and payment type shall have the option to be applicable to any specific service request determined by the business.
1.6. Each fee and payment type shall have options to include calculated formulas that will alter the outcome of said fee type and/or payment type.
1.7. Each fee and payment type must be trackable against all service request types.
1.8. Each fee and payment type must have customizable allocations.
1.9. Each fee and payment type shall have options to configure breakdown of allocations.
2. The system shall utilize one of the State's contracted payment processors, according to IC 5-27-3-2 Governmental bodies; contracting with provider companies. Two payment processing models are available through these agreements: 
2.1. Convenience Model – Credit card users pay the payment processing fees
2.2. Merchant Model – Agency pay the payment processing fees.
3. The system payment processor shall be PCI compliant.
4. All parts of the accounting component must have trackable attributes and system wide traceability.
5. All parts of the accounting component shall be subject to security roles.
6. All parts of the accounting component shall be subject to business rules/workflow management.
7. The accounting component shall be a user-friendly, low-code/no-code solution
	2.5

	3.5
	Reporting System
1. System must allow users to create, modify, and/or delete ad-hoc reports.
2. System must allow users to save and/or delete saved ad-hoc reports at any level of system profile (via workgroups)
3. System must allow users to export ad-hoc reports via CSV, Excel, PDF
4. System must allow users to create, modify, and/or delete schedulable reports that are exportable to internal system users.
5. The reporting component and its reports shall be subject to security roles.
6. The reporting component shall be subject to business rules/workflow management.
7. The reporting component shall be a user-friendly, low-code/no-code solution
	2.6

	3.6
	Document Management
1. System must allow use of metadata tags for file uploads.
2. System must allow for singular file uploads and downloads.
3. System must allow for compressed bulk uploads and downloads.
4. System files must have taxonomy driven by metadata.
5. System files shall be subject to business rules/workflow management.
6. System shall be able to accept common file types produced by well-known applications.
6.1. Default inclusion of all common file types allowed.
6.2. Default exclusions of certain file types disallowed: .exe, .html, .aspx, .dll, .bin, etc. (refer to IOT for comprehensive list)
7. The document management component and its files shall be subject to security roles.
8. The document management component shall be a user-friendly, low-code/no-code solution
	2.8

	3.7
	Case Management
1. The system must allow for e-filing of new cases and documents. 
1.1. Shall allow users to create and modify cases.
1.2. Shall allow users to track and manage case attributes as determined by business.
1.3. Shall allow for unique enumeration of case ids upon creation with easy to identify prefix/suffix.
1.4. Shall allow for referential fields for external tracking ids.
1.5. Shall allow for identification of multiple contacts and relation to case.
1.6. Shall allow users to track and manage probations 
1.7. Shall allow users to track and manage violations
1.8. Shall allow options to include lookup fields within system.
1.9. Shall allow users capture board decision data, meetings, and agendas.
2. Case management shall utilize document management features in context.
3. Case management shall utilize notification management features in context.
4. Case management shall utilize content management for pre-populated template files.
5. Case management shall have options to associate with other service requests and/or accounts.
6. Case management shall be subject to security roles.
7. Case management items must have trackable attributes and system wide traceability.
8. Case management items shall be subject to business rules/workflow management.
9. The case management component shall be a user-friendly, low-code/no-code solution.
	2.9

	3.8
	Filter, Search, and Sort 
1. The system shall allow for dynamic wildcard searches against multiple fields.
2. The system shall allow for a user-friendly query interface against service requests and documents.
a. Query building shall have dynamic join / filtering capabilities.
b. Queries shall have the option to be saved to workgroup or user profile.
c. Queries shall have the option to export via CSV, Excel, or PDF formats.
d. Queries shall have the option to be moved to the Reporting System
e. Query access shall be subject to security roles.
3. Search and filter results shall be subject to security roles.
4. The system must utilize dynamic filtering and sorting against all data and datasets.
5. The filter, search, and sorting system shall be a user-friendly, low-code/no-code solution
	2.11

	3.9
	Notification Management 
1. The system shall have options to dynamically display notifications where applicable as determined by business.
2. The system shall have a notification icon near the menu area listing out an array of notifications.
3. The system shall allow for creation, modification, and deletion of notifications.
4. System shall allow for categorization of notifications.
4.1. Visual categorization of typical notification icons/banners along with color-coding 
4.2. Role-based (workgroup) categorizations for Licensing, Case, Board, and Inspection Management
5. The system shall allow for scheduling of notification displays with a set duration.
6. The system shall allow for options to deliver or schedule delivery of notifications via email.
7. Notifications shall be subject to security roles.
8. Notifications shall be subject to business rules/workflow management.
9. Notification management shall be a user-friendly, low-code/no-code solution
	2.12

	3.10
	Asset / Item Management
1. System shall provide any licensed entity a user-friendly tree map of the following trackable/traceable objects related to their account: 
1.1. User Information
1.1.1. Demographics (PII – Full name, DOB, sex, race, and SSN)
1.1.2. Home address and contact information (phone and email)
1.2. Survey / Questionnaires
1.3. Licensing Information
1.3.1. Applications List
1.3.1.1. New 
1.3.1.2. Renewal
1.3.1.3. Reinstatements
1.3.2. Current Licenses List 
1.3.2.1. Individual Licenses 
1.3.2.1.1. Status
1.3.2.1.2. Issued/Expiration Dates
1.3.2.1.3. License Number
1.3.2.2. Business Licenses 
1.3.2.2.1. Status
1.3.2.2.2. Issued/Expiration Dates
1.3.2.2.3. License Number
1.3.2.2.4. FEIN Number
1.3.2.2.5. Business Address
1.4. Personnel Information
1.4.1. Person Name
1.4.2. Date of Birth
1.4.3. Position Dates
1.4.4. Position Title
1.5. Employment Information
1.5.1. Organization Name
1.5.2. Employment Dates
1.5.3. Position Title
1.6. Education Information
1.6.1. Diploma/Degree
1.6.1.1. School
1.6.1.2. Award Type
1.6.1.3. Award Date
1.6.2. Certificates
1.6.2.1. Certificate Name (shall be defined by lookup)
1.6.2.2. Certificate Issue/Expiration Dates
1.6.3. Certification
1.6.3.1. Exam Type
1.6.3.2. Exam Dates
1.6.3.3. Exam Results
1.6.4. Continuing Education/CEUs
1.6.4.1. Course Titles
1.6.4.2. Course Types
1.6.4.3. Course Dates
1.6.4.4. Credit Hours
1.7. Inspections
1.7.1. Shall provide users with upcoming inspection dates for affected assets.
1.7.2. Shall provide users a list of current and past inspections and violations for affected assets.
1.8. Cases
1.8.1. Shall provide users a list of current and past cases associated with affected assets.
1.9. Insurance (Display of asset items that shall be profession-based):
1.9.1. Bonds
1.9.1.1. Bond Number
1.9.1.2. Amount (in dollars) – Aggregated if multiple bonds associated to asset
1.9.1.3. Company
1.9.1.4. Valid Dates
1.9.1.5. Liability Details
1.9.2. Other Insurance  
1.9.2.1. Pertinent details associated to affected assets
1.10. Documents List
1.10.1. Association to affected assets
1.10.2. Filename and filetype
1.10.3. Upload date
1.10.4. Uploaded by
1.11. User Targeted Notifications List
1.11.1. Associated to affected assets
1.11.2. Notification date
1.12. Transactions History / Balance
1.12.1. Account balance with drilldown of fees
1.12.2. Transaction history and receipts
1.12.2.1. Aggregate view of transaction history.
1.13. Change History
1.13.1. Functions as an audit trail and lists changes for each asset attribute
1.13.2. Aggregate view of asset history 
1.14. Content Management
1.14.1. Business controlled template files
1.14.2. Business controlled policy documents
1.14.3. Logos, icons, and other business controlled multimedia as site assets
2. User shall view and/or interact with any assets associated to their account with exceptions set by the business.
3. User interactions with assets shall include the adding field values, modifying field values, removal of field values, uploading & downloading files (single or in bulk), and the removal of files.
4. Asset/item management and its contents shall be subject to security roles.
5. Asset/item management and its contents must have trackable attributes and system wide traceability.
6. Asset/item management and its contents shall be subject to business rules/workflow management.
7. The Asset Management tree map shall be a user-friendly, low-code/no-code solution
	2.13

	3.11
	Mobile Compatibility 
1. System shall allow users to view and interact with licensing system through devices utilizing common web browsers such as Chrome, Firefox, Safari, and Edge
2. System shall maximize UI/UX experience in landscape mode, but must also accommodate portrait mode commonly used by mobile devices
	2.14

	3.12
	Compliance and Security
1. The system shall adhere to the State of Indiana IOT Enterprise Architecture and all other SOI rules and regulations.
2. The system shall utilize Access Indiana for user authentication.
3. The system shall have the option to set data retention policy.
	2.10,
2.15,
2.18

	3.13
	API Integration
1. System shall allow management of APIs.
1.1. Shall have options to absorb and integrate with APIs.
1.2. Shall have public API endpoints
1.3. Shall have Representational State Transfer (REST) API capabilities
2. API shall be subject to security roles.
3. API shall be subject to business rules/workflow management.
	2.16

	3.14
	Portal and View Management 
1. System shall provide customizable landing pages that shows relevant statuses, activities, and
1.1. Must have options to include dashboards.
1.2. Must have options to include applets from other components such as notifications, licensing, cases, etc.
2. Portal and view management and its contents shall be subject to security roles.
3. Portal and view management and its contents shall be subject to business rules/workflow management.
4. Portal and view management shall be a user-friendly, low-code/no-code solution
	2.17

	3.15
	Inspections Management 
1. The system must allow for e-filing of inspections and documents. 
1.1. Shall allow users to create and modify inspections.
1.2. Shall allow users to track and manage inspections statuses.
1.3. Shall allow for unique enumeration of case ids upon creation with easy to identify prefix/suffix.
1.4. Shall allow for referential fields for external tracking ids.
1.5. Shall allow for identification of multiple contacts and relation to inspections.
1.6. Shall allow options to include lookup fields within system.
2. Inspections management shall utilize document management features in context.
3. Inspections management shall utilize notification management features in context.
4. Inspections management shall have options to associate with other service requests and/or accounts.
5. Inspections management shall utilize GIS features.
6. Inspections management shall be subject to security roles.
7. Inspections management items must have trackable attributes and system wide traceability.
8. Inspections management items shall be subject to business rules/workflow management.
9. The Inspections management component shall be a user-friendly, low-code/no-code solution.
	2.21

	3.16
	Quota Management 
1. The system must allow for e-filing of permits and jurisdictions. 
1.1. Shall allow admin users to create and modify jurisdictions and assign population count.
1.2. Shall allow users to track quota slots.
2. Quota management shall have options to associate with other service requests and/or accounts.
3. Quota management shall be subject to security roles.
4. Quota management items must have trackable attributes and system wide traceability.
5. Quota management items shall be subject to business rules/workflow management.
6. The quota management component shall be a user-friendly, low-code/no-code solution.
	2.23

	3.17
	GIS Mapping
1. The GIS component shall display geographical locations based on data provided by users
2. The GIS component shall have options to associate with other service requests and/or accounts.
3. GIS mapping shall be subject to security roles.
4. GIS mapping items must have trackable attributes and system wide traceability.
5. GIS mapping items shall be subject to business rules/workflow management.
6. The GIS component shall be a user-friendly, low-code/no-code solution.
	2.24

	3.18
	Board Management
1. The system must allow for e-filing of permits and documents. 
1.1. Shall allow users to create and modify permits.
1.2. Shall allow users to track and manage board item attributes as determined by business.
1.3. Shall allow users capture board decision data, meetings, and agendas.
2. Board management shall utilize document management features in context.
3. Board management shall utilize notification management features in context.
4. Board management shall have options to associate with other service requests and/or accounts. 
5. Board management shall utilize content management for pre-populated template files.
6. Board management shall be subject to security roles.
7. Board management items must have trackable attributes and system wide traceability.
8. Board management items shall be subject to business rules/workflow management.
9. The board management component shall be a user-friendly, low-code/no-code solution.
	2.25

	3.19
	System Implementation and Support
1. Vendor shall produce and provide technical knowledge transfer for any back/front-end development to PLA IT Team
2. Vendor shall produce and provide training guides, references, and documentation for end user support. 
	2.26





4. Technical Requirements Detail

	Technical Req. No.
	Type
	Technical Requirements Detail
	Source

	4.1
	General Architecture
	The Vendor's license to PLA shall include the ability to stand up as many non-production instances as required at any given time. Typical environments may include upper/lower environments of the licensing system:
· Development Environment – To be used as sandbox
· Test Environment – To be used for System Testing (QA and UAT)
· Production Environment
· Secondary environment for Disaster Recovery (this is a copy of the production environment)
	

	4.2
	General Architecture
	The Vendor shall use a defined and documented Change Control process that includes a change request and defect tracking system
	

	4.3
	General Architecture
	The Vendor shall implement a repeatable, scripted build and code migration process.  
	

	4.4
	General Architecture
	Vendor code changes shall not inhibit our ability to upgrade versions of your system.
	

	4.5
	General Architecture
	Vendor code must remain able to receive all Infrastructure and Component security patches within the timeframe prescribed by the issuing vendor.
	

	4.6
	General Architecture
	The system shall allow PLA staff to develop interfaces to custom-developed systems (e.g. Other Agencies, Agents, INBiz Registration Portal)
	

	4.7
	General Architecture
	The Vendor system shall provide a responsive browser agnostic interface.
	

	4.8
	System Security
	The Vendor shall identify all technologies with the specific version and release employed utilized to develop and operate the application and submit the list to PLA.  This is the technology stack for the application.
	

	4.9
	System Security
	The Vendor shall provide to PLA a detailed description of the architecture of the system.
	

	4.10
	System Security
	The Vendor shall provide a roadmap for keeping the entire technology stack updated and current.
	

	4.11
	System Security
	The Vendor system shall have the ability to integrate with OpenID for authentication. The Vendor system shall include the ability and use that for user authentication via single-sign-on.
	

	4.12
	System Security
	The Vendor system shall validate domain credentials against Azure AD.
	

	4.13
	System Security
	The Vendor system shall have the ability to lock a user out after a user-specified number of attempts.
	

	4.14
	System Security
	The vendor shall provide an overview of their strategy to address identified zero-day and/or emergent vulnerabilities.
	

	4.15
	On-Premise Implementation
	As required, the Vendor shall deliver all complete and deployment ready artifacts to a predetermined location.
	

	4.16
	On-Premise Implementation
	Vendor shall provide the following documentation for each release (where applicable changes have been made):
· Application Architecture Design
· Database Design
· Application User Guides
· Fully documented Application Deployment Guide
· Fully documented Application Configuration Guide for any Third-Party Software used
	

	4.17
	System Integrity
	The Vendor system shall create log files using common industry formats that can be loaded and parsed by a Security Information and Event Management system.
	

	4.18
	Cloud Enablement
	The Vendor's system shall be cloud ready and support full or partial hosting in Azure or AWS.
	

	4.19
	General Architecture
	The Vendor's license to PLA shall include the ability to stand up as many non-production instances as required at any given time.
	




5. Functional Baseline

A baseline consists of those things that serve as the basis for measurement or comparison.  The functional baseline, sometimes called a system requirements baseline, is the main technical work product of the Requirements Definition Stage.  The approved Requirements Specification document is the official agreement and authorization to use the requirements for the product design.  Approval implies that the requirements are understood, complete, accurate, and ready to be used as the basis for the subsequent lifecycle stages.  Once the requirements are identified and approved, any changes to the requirements must be managed under change control procedures established in the Software Configuration Management Plan.  Approved changes must be incorporated into the Requirements Specification document.
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