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1. Background, General Requirements, and Key Definitions
1.1 Please list any additional terms and definitions aside from those listed in RFP Section 1.2 and Scope of Work Section 1.4 used by your company or industry that you would like the State to consider incorporating in the contract.  The State will not accept terms and definitions introduced after award during contract finalization and implementation.
	



1.2 Please confirm you have carefully reviewed all requirements listed in RFP Section 1.4.  Should your company have any exceptions, substitutions, or conditions for the State’s consideration, please list them below. The State will not accept exceptions, substitutions, or conditions introduced after award, during contract finalization and implementation.
	 



1.3 Please provide a high-level overview of how you plan to develop a solution that will adequately meet the State’s needs.
	 



2. Minimum Qualifications
The Respondent and their proposed subcontractors must be able to meet the below Minimum Requirements. Failure to do so may be considered grounds for disqualification from further consideration per RFP Section 3.2., Step 1. The Respondent and their proposed subcontractors must state their ability and willingness to meet these Minimum Requirements in their Technical Proposal response. It is preferable that the Respondent meets these Minimum Requirements independently, however Minimum Requirement adherence can be satisfied by a subcontractor.
2.1 Respondent must have a minimum of five (5) years of company experience providing data collection, management, or reporting services using health care claims or encounters for a large data system. Please explain how you meet this requirement. Provide client list and examples of work performed. 
	 



2.2 Respondent must have a minimum of five (5) years of company experience providing analytic services to a data collection and reporting system. Please explain how you meet this requirement.  Provide client list and examples of work performed. 
	 


2.3 Respondent must have a minimum of five (5) years of experience in meeting the mandates regarding data collection and storage for Health Insurance Portability and Accountability Act (HIPAA); and please explain how you meet this requirement. Provide client list and examples of work performed. 
	 


 
2.4 Staff to be assigned to this project by Respondent must have a minimum of fifteen (15) total years of experience combined in data collection, data management, reporting services using health care claims, encounters for a large data system, or meeting HIPAA/HITECH mandates. Include a brief table of key staff members who would be working on this project and clearly detail their experience in the above categories, including timeframes, whether the experience was health care data system, names of data systems/projects, and if work was for data management, analytics, or both. Include the qualifications and experience of your Privacy or Compliance Officer. 
	 


 
3. System Architecture, Infrastructure and Database
3.1 Provide a high-level architectural diagram(s) and associated details of all hardware / infrastructure required for the application to operate, including backup and disaster recovery. (number of computers, networks, storage and services, servers' specs, OS versions etc. for client and server).
	



3.2 Describe your company’s strategy / planning / process for infrastructure upgrades. 
	



3.3 Are your company’s servers shared among multiple customers or dedicated to one customer?
	



3.4 How is load balancing performed for all your company’s customers within each data center as well as between the primary and secondary data center, if applicable?
	



3.5 Provide details about public and private subnets in the infrastructure design.
	



3.6 What types of redundancies are in place (entire data center, application code, database, etc.)? Is redundancy in a remote location? Provide details.
	



3.7 Provide details of minimum client hardware and software (including operating systems, plug-ins, libraries, etc.) required to access and use the application.
	



3.8 Provide details of the recommended client hardware and software (including operating systems, plug-ins, libraries, etc.) for optimal application performance.
	



3.9 Describe the tools that will be used to develop and / or maintain the application to include development tools, database management system, testing tools, data conversion tools, training tools, etc.
	



3.10 What environment(s) does your company recommend in developing a new, or to maintain an existing, application?
	



3.11 Provide details of minimum client and computer hardware, networks, storage and services, server specs, OS versions and software (including operating systems, plug-ins, libraries, etc.) required to access and use the application. 
	



3.12 Provide details of the recommended client and server hardware and software (including operating systems, plug-ins, libraries, etc.) for optimal application performance.
	



3.13 Will the system infrastructure require an email interface?
	



3.14 Will the system require a database?
	



3.15 Will the system infrastructure require database replication?
	



3.16 Will the system require transaction logging for database recovery?
	



3.17 Will the system infrastructure have a special backup requirement?
	



3.18 If your application is hosted on the State’s infrastructure will it require a dedicated environment?
	



3.19 Will the system provide an archival solution? If not, is the State expected to develop a customized archival solution?
	



3.20 Will the system infrastructure have any processes that require scheduling?
	



3.21 Will the system infrastructure include a separate online transaction processing (OLTP) or Data Warehouse implementation?
	



3.22 Will the system infrastructure require a Business Intelligence solution?
	



3.23 Will the network communications meet Institute of Electrical and Electronics Engineers (IEEE) standard Transmission Control Protocol/Internet Protocol (TCP/IP) and use either standard ports or State defined ports as the State determines?
	



3.24 It is State policy that no equipment can be connected to the State network without direct approval of IOT. Would this affect the implementation of the system?
	



3.25 Will your system use Adobe Air, Adobe Flash, Apache Flex, JavaFX, Microsoft Silverlight or QuickTime?  If yes what are your plans for moving off them?
	



3.26 How does data enter the system (transactional or batch or both)?
	



3.27 Is system data exportable to an editable tabular format, for use in an application such as Excel?
	



3.28 Will CJI customizable data elements be exportable also?
	



3.29 Will SSL traffic be decrypted and inspected?
	



3.30 Has your company ever integrated this product with an enterprise service bus to exchange data between diverse computing platforms?
	



3.31 Will the State own the data created in your hosting environment?
	



3.32 Will the State acquire the data at contract conclusion?
	



3.33 Who configures and deploys the servers? Are the configuration procedures available for review, including documentation for all registry settings?
	



3.34 What are your policies and procedures for hardening servers?
	



3.35 If you have agents or scripts executing on servers of hosted applications, what are the procedures for reviewing the security of these scripts or agents?
	



3.36 What are the procedures and policies used to control access to the servers?
	



3.37 Are audit logs maintained?
	



3.38 Describe the training your company offers related to secure architecture and design.
	



3.39 Will the system infrastructure have a special backup requirement?
	



3.40 Will the system infrastructure have any processes that require scheduling?
	



3.41 Will the system infrastructure require a Business Intelligence solution?
	



3.42 Will the system print to a Citrix compatible networked printer?
	



3.43 Spanish language option is required. What other language options are available?
	



3.44 Will the State be required to develop reports or data extractions from the database? For example, will any State agency be required to develop any reports or data extractions as compared to utilizing a tool within the application to do so?
	



3.45 Define the system workflows. Are they configurable by ICJI authorized users?
	



4. Assistive Technology
4.1 Does the application conform to the Assistive Technology Standard, within the State’s Information Security Framework (https://www.in.gov/iot/iot-vendor-engagement/), State Assistive Technology (https://www.in.gov/core/accessibility.html), and the State’s architectural standards?
	



4.2 If not, is there a plan to migrate the application to conform to the Assistive Technology Standard and / or the State’s architectural standards in a timeline that is agreeable to all parties. 
	



4.3 Will your company develop and maintain the application to conform to the Assistive Technology Standard and the State’s architectural standards, unless both your company and the State agree to why that is not possible?
	



4.4 Will your company create a plan and manage the activities to migrate the application to conform to the Assistive Technology Standard and / or the State’s architectural standards in a timeline that is agreeable to all parties?
	



5. Development and Licensing
5.1 Provide a document to describe your company’s development methodology including roles, responsibilities, activities, and tasks.
	



5.2 To what extent does your company expect your developers and other team members to be on-site at the State-owned building or off-site at your facility?
	



5.3 Development technologies used?
	



5.4 If the proposed solution is server-based, will the solution software support Windows Server 2022 and beyond?
	



5.5 If the proposed solution is server-based, will the software support IIS 10.0 or higher?
	



5.6 If the proposed solution is server-based, will the server-based software support MS SQL Server 2022 or higher?
	



5.7 If the proposed solution is server-based, will the server-based software support Exchange 2019 or higher?
	



5.8 If the proposed solution is server-based, will the server-based software support Citrix Presentation Server 10.200 or higher?
	



5.9 Will the server-based software support VMWare ESXi 6 or higher?
	



5.10 Will the server-based software support MS Windows updates?
	



5.11 Will the server-based software support Thousand Eyes End Pointe Protection?
	



5.12 Will you provide customization of the system if required by the State?
	



5.13 Will the State be required to develop customized interfaces to other applications?
	



5.14 Has your company ever developed a system that ran on Citrix XenApp?
	



5.15 Does the software contain third-party developed components?
	



5.16 If yes, are those components scanned by a static code analysis tool?
	



5.17 Do you have developers that possess software security related certifications (e.g., CISSP, CISA, Security+ etc.)
	



5.18 Does your company have a policy and process for supporting/requiring professional certifications?
	



5.19 If so, how do you ensure certifications are valid and up-to date?
	



5.20 Explain the use cases used for software assurance during development.
	



5.21 Has the software been designed to execute within a constrained execution environment (e.g., virtual machine, sandbox, chroot jail, single-purpose pseudo-user),
	



5.22 Is it designed to isolate and minimize the extent of damage possible by a successful attack?
	



5.23 Where applicable, does the program use run-time infrastructure defenses (such as address space randomization, stack overflow protection, preventing execution from data memory, and taint checking)?
	



5.24 How do you minimize the threat of reverse engineering of binaries?
	



5.25 What coding and/or API standards are used during development of the software?
	



5.26 Does the software contain third-party developed components?
	



5.27 How is the software provenance verified (e.g. any checksums or signatures)?
	



5.28 Does the software use closed-source Application Programming Interfaces (APIs) that have undocumented functions?
	



5.29 How does the software’s exception handling mechanism prevent faults from leaving the software, its resources, and its data (in memory and on disk) in a vulnerable state?
	



5.30 Does the exception-handling mechanism provide more than one option for responding to a fault?
	



5.31 If so, can the exception handling options be configured by the administrator or overridden?
	



5.32 If your application is hosted on a dedicated environment within the State’s infrastructure are all costs for the needed software licenses included in your cost proposal? If so will you provide copies of the licenses with a line-item list of their proposed costs before they are finalized?
	



5.33 If your application is running on a dedicated environment on the State’s infrastructure and there is additional software licenses covered in your proposal, will these licenses be in the State’s name? If not, please explain your proposed approach to software licenses.
	



5.34 If the product is hosted at the State, will there be a request to include an application to monitor license compliance?
	



5.35 Explain the software licensing model. Explain the basis on which pricing could change for the state based on your licensing model.
	



5.36 Does your company have corporate policies and management controls in place to ensure that only corporate-approved (licensed and vetted) software components are used during the development process?
	



5.37 If the product is hosted at the State, will there be any third party application(s) or system(s) installed or embedded to support the product (for example, database software, run libraries)?
	



5.38 If so, please list those third party application(s) or system(s).
	



5.39 Are any of the services you plan to use located offshore, examples include data hosting, data processing, help desk and transcription services?
	



5.40 Describe your approach to design, develop, and implement the software to align with the State’s expectations. Include detailed steps and key milestones.
	



6. Coding
6.1 What coding language(s) is your company recommending for this application and why (new application development only)?
	



6.2 Describe your company’s coding strategy / standards used to develop applications?
	



6.3 Describe secure coding methods used.
	



6.4 Does your company have peer review for coding changes? Describe.
	



6.5 Describe your company’s application / code versioning strategy and processes. How will code / configuration be “promoted”?
	



6.6 Describe the process that will ensure the most recent version of the application / code will be placed in escrow and made available to the State if needed?
	



6.7 Will the source code for the system be put in escrow for the State?
	



6.8 If the source code is placed in escrow, will the vendor pay the associated escrow fees?
	



6.9 If the State will gain ownership of the software, does the proposal include a knowledge transfer plan?
	



6.10 Are source code obfuscation techniques used?
	



6.11 In preparation for release, are undocumented functions in the software disabled, test/debug code removed, and source code comments sanitized?
	



6.12 What policies and processes does your company use to verify that software components do not contain unintended, “dead,” or malicious code?
	



6.13 What types of functional tests are/were performed on the software during its development (e.g., spot checking, component-level testing and integrated testing)?
	



6.14 Describe the training your company offers related to secure coding practices.
	



7. Data Exchange
7.1 IOT Data Exchange and IOT Security recommends that MuleSoft API Management and/or GoAnywhere Managed File Transfer services are deployed (option dependent upon complexity of data exchange requirements) to facilitate secure data transmission. Elaborate on how your company’s solution will accommodate the utilization of the identified technologies. If the proposed solution does not support these technologies, explain in detail why and outline the proposed alternative.
	



7.2 Has your company ever integrated this product with an enterprise service bus to exchange data between diverse computing platforms?
	



8. Authentication
8.1 Support authentication through Access Indiana for Service Providers, Law Enforcement Agencies and Prosecuting Agencies staff with access to the system.
	



8.2 Outline any issues your solution may encounter with utilizing Access Indiana.
	



8.3 Provide recommendations/possibilities for implementing (or not implementing) Access Indiana for the various areas of the solution with explanations for each.
	



8.4 If the proposed solution cannot currently accommodate Access Indiana, what actions and accompanying timelines would need to be completed for utilization?
	



8.5 Allow victims/claimants to enter sexual assault and violent crime claims without going through Access Indiana. They will enter claims directly into the system, with subsequent access allowed by using the combination of claim number and pin number, both of which are system generated.
	



8.6 Password requirements include a) be a minimum of twelve (12) characters, b) contain both upper and lower case letters, c) contain a combination of letters and numbers, and d) Contain at least one (1) special character. Do not permit < or >.
	



8.7 Require users to change their password every ninety (90) days.
	



8.8 Do not permit users to reuse their last four (4) passwords.
	



8.9 Integrate with enterprise Active Directory for ICJI staff to control access.
	



8.10 Provide internet security functionality on all portals using encrypted network/secure socket layer connections.
	



8.11 Operate within the current configurations of the State's firewalls, switches, intrusion detection systems/intrusion prevention systems (IDS/IPS) and desktop security infrastructure.
	



8.12 Require vendor/contractor remote access to the system for support and maintenance on State networks only be allowed through a Citrix Gateway.
	



8.13 Contain mitigation for risks associated to uncontrolled login attempts (response latency, re-Captcha, lockout, IP filtering, multifactor authentication).
	



8.14 Provide data encryption both in storage and transmission.
	



8.15 Hash user credentials and passwords when stored.
	



8.16 It is State policy that systems, at the discretion of the State, may be scanned by IOT or a 3rd Party for security vulnerabilities. Scanning could take place annually as well as when there are code changes. Is this acceptable?
	



8.17 Provide Internet security functionality on Public portals using encrypted network/secure socket layer connections in line with current recommendations of the Open Web Application Security Project (OWASP),
	



8.18 Contain mitigations for risks associated to uncontrolled login attempts (response latency, re-Captcha, lockout, IP filtering, Multi Factor authentication).
	



8.19 Which risk mitigations are in place and what are the optional migrations?
	



8.20 Please describe the types and levels of network access your system/application will require. This should include, but not be limited to: TCP/UDP ports used, protocols used, source and destination networks, traffic flow directions, who initiates traffic flow, whether connections are encrypted or not, and types of encryption used. Vendor should specify what access requirements are for user access to the system and what requirements are for any system level processes. Describe all requirements, in detail, and provide full documentation as to the necessity of the requested access.
	



8.21 Explain how and where the software validates (e.g., filter with white listing) inputs from untrusted sources before being used.
	



8.22 What release criteria does your company have for its products with regard to security?
	



8.23 How has the software been measured/assessed for its resistance to identified, relevant attack patterns?
	



8.24 Are Common Vulnerabilities & Exposures (CVE®) or Common Weakness Enumerations (CWEs) used? If so, how have they been mitigated?
	



8.25 Has the software been evaluated against the Common Criteria, FIPS 140-2, or other formal evaluation process? If the CC, what evaluation assurance level (EAL) was achieved?
	



8.26 Are static or dynamic software security analysis tools used to identify weaknesses in the software that can lead to exploitable vulnerabilities? If yes, which tools are used? What classes of weaknesses are covered? When in the SDLC are these scans performed?
	



8.27 Has the product undergone any penetration testing? When? By Whom? How frequently are the tests performed? Are they performed by internal resources or a third party? Are the test reports available under a nondisclosure agreement? How have the findings been mitigated?
	



8.28 Are there current publicly-known vulnerabilities in the software (i.e., an unrepaired common weakness enumeration [CWE] entry)? If yes please explain.
	



8.29 What are your policies and practices for reviewing design and architecture security impacts in relation to deploying patches?
	



8.30 What policies and processes does your company use to verify that software components do not contain unintended, “dead,” or malicious code? What tools are used?
	



8.31 Does your company have an executive-level officer responsible for the security of your company’s software products and/or processes?
	



8.32 Are security requirements developed independently of the rest of the requirements engineering activities, or are they integrated into the mainstream requirements activities?
	



8.33 What security design and security architecture documents are prepared as part of the SDLC process? How are they maintained? Are they available to/for review?
	



8.34 Does your organization incorporate security risk management activities as part of your software development methodology? If yes, please provide a copy of this methodology or provide information on how to obtain it from a publicly accessible source.
	



8.35 Does the software have any security-critical dependencies or need additional controls from other software (i.e., operating system, directory service, application), firmware, or hardware? If yes, please describe.
	



8.36 Does your company develop security measurement objectives for phases of the SDLC?
	



8.37 Has your company identified specific statistical and/or qualitative analytical techniques for measuring the attainment of security measures? How is the assurance of software produced by third-party developers assessed?
	



8.38 What risk management measures are used during the software’s design to mitigate risks posed by use of third-party components?
	



8.39 What are your customer confidentiality policies? How are they enforced?
	



8.40 What are the policies and procedures used to protect sensitive information from unauthorized access? How are they enforced?
	



8.41 What are the set of controls to ensure separation of data and security information between different customers that are physically located in the same data center? On the same host server?
	



8.42 What are your procedures and policies for handling and destroying sensitive data on electronic and printed media?
	



8.43 Is two-factor authentication used for administrative control of all security devices and critical information systems?
	



8.44 How are virus prevention, detection, correction, and updates handled for the products?
	



8.45 What type of firewalls (or application gateways) do you use? How are they monitored/managed?
	



8.46 What type of Intrusion Detection System/Intrusion Protection Systems (IDS/IPS) do you use? How are they monitored/managed?
	



8.47 Explain or provide a diagram of the architecture for the application including security mitigation.
	



8.48 Do you perform regular reviews of system and network logs for security issues?
	



8.49 Do you have an automated security event management system?
	



8.50 What are your procedures for intrusion detection, incident response, and incident investigation/escalation?
	



8.51 Will you provide on-site support 24x7 to resolve security incidents?
	



8.52 Are security logs and audit trails protected from tampering or modification?
	



8.53 How do you control physical and electronic access to the log files?
	



8.54 Are log files consolidated to single servers?
	



8.55 Do you provide security performance measures to the customer at regular intervals?
	



8.56 ISO/IEC 27001 is the world's best-known standard for information security management systems (ISMS). It defines requirements an ISMS must meet. Are you ISO 270001 certified? Is the certification done annually? Will you provide a copy of your certification report?
	



8.57 Are you Health Information Trust Alliance (HITRUST) certified? Is the certification done annually? Will you provide a copy of your assessment?
	



8.58 FedRAMP empowers agencies to use modern cloud technologies, emphasizing security and protection of federal information. Are you, or if the data is being hosted by a subservice provider, are they, FedRAMP certified?
	



8.59 If any cloud services are provided by a third-party, do you have contractual requirements with them dealing with: security for their I/T systems? If yes, summarize the contractual requirements. how do you evaluate the third-party’s adherence to the contractual requirements?
	



8.60 If any cloud services are provided by a third-party, do you have contractual requirements with them dealing with: security for their staff vetting? If yes, summarize the contractual requirements. how do you evaluate the third-party’s adherence to the contractual requirements?
	



8.61 If any cloud services are provided by a third-party, do you have contractual requirements with them dealing with: security for their staff security training? If yes, summarize the contractual requirements. how do you evaluate the third-party’s adherence to the contractual requirements?
	



8.62 Do you have a bring-your-own-device (BYOD) policy that allows your staff to put any sort of protected State data on their personal device(s) or other non-company owned system(s)?
	



8.63 What is your process for ensuring default remote login protocols and default passwords are disabled on the devices that are connected to your system either permanently or intermittently?
	



8.64 What is your process for ensuring the software on devices that are connected to your system, either permanently or intermittently, is maintained and updated?
	



8.65 Do you require multifactor authentication be used by employees and subcontractors who have potential access to legally protected State data? If yes, please explain your practices on multifactor authentication and include the authentication level used as defined in NIST 800-63 in your explanation.
	



8.66 Does the system give clues about valid username and password content or structure? For example, when a user forgets their username or after a failed login attempt.
	



8.67 Is a user required to change their password? How often?
	



8.68 What are the complex requirements for passwords?
	



8.69 Will the system provide Internet security functionality on public portals using encrypted network/secure socket layer connections in line with current recommendations of the Open Web Application Security Project (OWASP)?
	



8.70 Will the system provide Internet security functionality on a public portal to include firewalls?
	



8.71 All network systems must operate within the current configurations of the State's firewalls, switches, intrusion detection systems/intrusion prevention systems (IDS/IPS) and desktop security infrastructure. Would this affect the implementation of the system?
	



8.72 It is State policy that all Vendor/Contractor Remote Access to systems for support and maintenance on the State network will only be allowed through Citrix Secure Gateway. Would this affect the implementation of the system?
	



8.73 Does the application contain mitigations for risks associated to uncontrolled login attempts (response latency, re-Captcha, lockout, IP filtering, Multi Factor authentication)?
	



8.74 Which mitigations are in place and what are the optional migrations?
	



8.75 Will the system provide data encryption for sensitive information both in storage and transmission?
	



8.76 Are account credentials hashed and encrypted when stored?
	



8.77 Will organizations other than the State have access to our data?
	



8.78 Will the State’s data be used for any other purposes other than the State of Indiana's usage?
	



8.79 Describe your logical security measures (e.g., software safeguards for your organization's systems, including user identification and password access, authentication, access rights and authority levels) in place.  
	 


 
9. Cloud
9.1 Where is the data center(s) located?
	



9.2 What customer support services are offered and who is proving them?
	



9.3 What is your company’s approach to data backup procedures? What are the data backup procedures?
	



9.4 Who will have access to the State’s data?
	



9.5 How does your company monitor and document activity on the State account(s)?
	



9.6 How specifically does your company encrypt the States data?
	



9.7 What happens if you lose the State’s data?
	



9.8 What guarantees does your company offer for uptime?
	



9.9 What is your company’s data encryption strategy for data at rest and data in transit?
	



9.10 Confirm that any data provided by or for the State remains State property and may not be marketed or sold by the respondent without the express written State consent.
	



9.11 Describe your company’s strategy for operating security and middleware security updates and maintenance.
	



10. Roles and Experience
10.1 Complete Attachment M (Procurement Resource Usage – Template) to provide the number of hours the Respondent expects to commit to the project and the number of hours estimated for the State resources. These amounts should be based on the functionality the State desires, included in this RFP. Any assumptions related to the number of the Respondent Project Team and the State Team staff, roles of staff, and duration of involvement used in the development of the resource hour estimates should be outlined here.
	



10.2 Provide an overall project organizational chart that includes roles / responsibilities on your team as well as expected roles / responsibilities at the State to help ensure project success. This should mirror the roles outlined in the Resource Usage – Template.
	



10.3 Describe your company’s recommended governance structure based on the organizational chart and roles / responsibilities for the governance groups.
	



10.4 How long has your company’s subcontractor(s) (if applicable) been providing services related to this RFP?
	



10.5 How long, and in what capacity, has your company been working with each of the proposed subcontractors (if applicable).
	



10.6 How many customers currently receive similar services requested in this RFP from your company?
	



10.7 How many team members are trained or certified on the services related this RFP?
	



10.8 Identify all KEY team members and provide a brief write up and resume that highlights their relative experience and expertise.
	



10.9 In the event a team member is not meeting the State’s expectation, describe the processes to replace team members?
	



10.10 Does your company perform background checks on members of the software development team?
	



10.11 If so, are there any additional “vetting” checks done on people who work on critical application components, such as security? Explain.
	



10.12 Does your company have formally defined security policies associated with clearly defined roles and responsibilities for personnel working within the software development life cycle? Explain.
	



10.13 What type of security protection training do you conduct for your employees?
	 


 
11. Overall Project Approach and Methodology
11.1 Provide a document to describe your company’s project management approach and methodology for this project. This should be a high-level document that pulls everything together.
	



12. Requirement Validation and Management
12.1 How will your company define, review, confirm, validate, elaborate, and understand the State’s requirements? Include examples of requirements documents generated for similar projects.
	



12.2 Identify and describe the tool(s) used to capture, track, and manage requirements throughout the project.
	



13. Design
13.1 How will your company conduct solution design planning and associated communication to the State? Provide example design documents generated for similar projects. Provide an example of the communication plan for this project to include roles responsibilities, communication types, methods of delivery, audiences to receive, timing, etc.  How will your company monitor and confirm communications are working and adjust as needed?
	



13.2 Provide example design documents generated for similar projects.
	



13.3 Please describe your approach to design, develop, and implement the software to align with the State’s expectations. Include detailed steps and key milestones.
	 



13.4 Describe your network and database model. Provide an architectural diagram of your proposed solution, including all hardware / infrastructure required for the application to operate, including backup and disaster recovery.  
	



13.5 Describe the host architecture and the secure means that will be used by State employees to access the data warehouse remotely. 
	 


 
13.6 Describe the storage technology and an estimate of storage type and size required to sustain the State’s data warehouse.
	 


 
13.7 How will you monitor and audit access to the data warehouse as well as detect and manage unauthorized access?
	 


 
13.8 How will you protect the data warehouse from malware and malicious attempts like phishing attacks and ransomware?
	 


 
13.9 Describe the proposed security architecture and how it will secure communications between the data warehouse and any transactional databases.
	 


 
13.10 Describe your data management approach, including data definitions and organization, data standards that you intend to adhere to within the warehouse, and how you intend to enforce data consistency standards across the warehouse.
	 


 
13.11 How flexible is your system architecture?
	 


 
13.12 Explain how unstructured data elements (e.g., emails, imaged documents, forms, reports, etc.) are managed.
	 


 
13.13 Can the proposed product or solution integrate with Access Indiana (https://www.in.gov/inwp/access-indiana/)?
	



13.14 Outline any issues your solution would encounter with utilizing Access Indiana, if any.
	



13.15 If the proposed solution cannot currently accommodate Access Indiana, what actions and their accompanying timelines would need to be completed for utilization?
	 


 
13.16 Can the proposed product or solution leverage existing State Data Exchange platforms (GoAnywhere for flat file movement, Mulesoft for integration and API development)?
	 


 
13.17 Are your company’s servers shared among multiple customers or dedicated to one customer?
	 


 
13.18 How is load balancing performed for all of your customers within each data center, as well as between the primary and secondary data center, if applicable?
	 


 
13.19 Identify the tools that will be used to develop and / or maintain the solution; include software, development tools, database management system, testing tools, data conversion tools, training tools, etc. Include licensing, and other requirements and ensure fees are included in the Other Costs tab of Attachment D – Cost Proposal. Please ensure that no pricing information is included in this answer.
	 


 
13.20 Provide details of minimum client and server hardware and software (including operating systems, plug-ins, libraries, etc.) required to access and use the application. Also, provide details of the recommended client and server hardware and software (including operating systems, plug-ins, libraries, etc.) for optimal application performance.
	 



14. Project Schedule Management
14.1 Provide an example of a high-level project schedule for this project. This should include your company’s tasks, sub-contractor owned tasks (if applicable), and State-owned tasks in an integrated fashion. Include key tasks as part of development, testing, training, data conversion, other key areas of the project.
	



14.2 Describe your company’s method of creating the schedule and the method and frequency of maintaining the schedule throughout the project.
	



14.3 Identify and describe the tool(s) your company uses to create and manage the schedule.
	



14.4 Describe methods your company uses to measure schedule performance and how you will know when to escalate schedule risk?
	



15. Organizational Change Management (OCM)
15.1 What role will your company expect to play in OCM?
	



15.2 What experience does your company have with OCM activities for similar projects?
	



15.3 Describe your company’s expectations and recommendations for OCM for this project.
	



15.4 What OCM risks can the State expect based on your company’s experience. What mitigation strategies does your company recommend for these risks.
	



15.5 Explain the change management procedure used to identify the type and extent of changes allowed in the software throughout its lifecycle. Include information on the oversight controls for the change management procedure.
	



15.6 Describe your proposed change management process.
	 



16. Project Communication
16.1 Describe your company’s communication strategy for this project.
	



16.2 Provide an example of the communication plan for this project to include roles responsibilities, communication types, methods of delivery, audiences to receive, timing, etc.
	



16.3 How will your company monitor and confirm communications are working and adjust as needed?
	



17. Scope Management
17.1 Describe your company’s scope management strategy / processes to include capturing, costing, prioritizing, and approving potential scope changes.
	



18. Status Reporting
18.1 Describe your company’s status reporting processes.
	



18.2 What type of status reports are produced and at what frequency?
	



18.3 How are status reports distributed and to whom?
	



18.4 Provide an example of status reports that the State can expect for this project.
	



19. Data Migration
19.1 Describe your company’s overall data migration strategy, plan, and methodology. Include data extraction, cleansing, mapping, and conversion, and testing.
	



19.2 What roles / responsibilities will your company and the State play in data cleansing, mapping, and conversion?
	



19.3 Identify when data migration will start, and finish related to the overall project timeline and describe why.
	



19.4 What expectations does your company have on the status / state of the data prior to the start of the project?
	



19.5 Describe all aspects of data testing that will be used to confirm in-scope data has been completely and accurately migrated.
	



19.6 Provide examples of the error report(s) your company will provide as part of data conversion?
	



19.7 What automation will be used as part of the data conversion and potentially data cleansing / correction?
	



19.8 What specific experience does your company have when it comes to converting large quantities of data in different formats and locations?
	



19.9 What are the key risks / issues that your company has faced with previous data conversions and what mitigation and contingencies did you identify and put in place?
	



19.10 Does your company recommend a unique, stand-alone environment for data conversion activities? Why or why not?
	



19.11 How will the State know if data migration progress is on track? How will progress be tracked and reported?
	



20. Risk and Issue Management
20.1 Describe your company’s risk / issue management processes.
	



20.2 Identify and describe any tools that are used to help management risks / issues.
	



20.3 Identify some of the key risks / issues / barriers your company has faced on projects of similar scope, size, and complexity.
	



20.4 What mitigation / contingencies were put in place for those risks?
	



20.5 How has your company used governance to resolve risks / issues / barriers?
	



20.6 It is State policy that systems, at the discretion of the State, may be scanned by IOT or a 3rd Party for security vulnerabilities. Scanning could take place annually as well as when there are code changes. Is this acceptable?
	



20.7 What risk management measures are used during the software’s design to mitigate risks posed by use of third-party components?
	



21. Testing
21.1 Provide a test plan / strategy document that among other things describes the overall testing process and the types of testing that may be in scope before application functionality is implemented.
	



21.2 Describe and provide process flow of the defect management process.
	



21.3 Where will test cases/scripts be captured and maintained?
	



21.4 Provide an example of a Requirements Traceability Matrix used on a similar project.
	



21.5 Identify and describe any automated testing tools that will be used.
	



21.6 What roles / responsibilities do you see for your company and for the State in testing the application?
	



21.7 Identify and describe the testing environment(s) that your company recommends as part of the project and why.
	



21.8 What communication avenue will be available to the State if defects are found in testing? Will your company use tools to track / manage defects?
	



21.9 What role will migrate data play in the testing process?
	



21.10 Have you ever created a User Acceptance Test plan and test cases?
	



21.11 Will the implementation plan include performance testing?
	



21.12 Will technical documentation for application maintenance purposes be provided to the State?
	



21.13 Will there be documented test cases for future releases including any customizations done for the State?
	



21.14 Has your company ever conducted a project where you were tasked with performing load testing?
	



21.15 What percentage of code coverage does your testing provide?
	



21.16 Are misuse test cases included to exercise potential abuse scenarios of the software?
	



21.17 Are security-specific regression tests performed during the development process? If yes, how frequently are the tests performed?
	



21.18 Describe the training your company offers related to security testing.
	



22. Training
22.1 Describe your company’s high-level training strategy / plan.
	



22.2 Will application user training be provided and in what delivery method (e.g., instructor led on-site, instructor led remote, web-based, Computer Based Training modules, reference materials, etc.)?
	



22.3 What training model will be used for application users if instructor-led training is chosen (respondent trained, train-the-trainer, combination)?
	



22.4 How will new application users be trained going forward and what options exist for refresher training?
	



22.5 Will online help be created / maintained as part of the application?
	



22.6 Will there be a repository for training materials accessible by application users created / maintained?
	



22.7 Describe the technical training that will be provided for team members that might ultimately support and maintain the application and / or the infrastructure.
	



22.8 Will there be a user manual? Can the user manual be printed? Is the user manual electronically available?
	



22.9 Is their on-line help assistance available?
	



22.10 What is your approach and frequency to testing online portals before and after “go live”?
	



22.11 What is your approach for validating end user documentation and business process? 
	



23. Implementation
23.1 Describe your company’s implementation strategy (Pilot, phased rollout, “big bang”, etc.)   
	



23.2 Provide an example of an implementation plan for this project or a similar project.
	



23.3 Provide an example of an implementation checklist for this project or a similar project.
	



23.4 Provide an example of a back out strategy / plan if issues are encountered with the new application version postproduction release. Include roles / responsibilities for both your company and the State.
	



24. Milestones
24.1 What key activities, deliverables, and milestones will be necessary to complete the required tasks? What is your proposed iteration cycle in terms of time and areas of focus?
	



25. Release Management and Change Management
25.1 Describe your company’s overall release management strategy and processes.
	



25.2 How frequently are new versions / patches released? Is there a regular release schedule?
	



25.3 Will release notes be available and how far in advance before the release will release notes be disseminated? Provide an example of release notes that State can expect.
	



25.4 How does the State test and give feedback on existing releases?
	



25.5 What obligation does the State have to implement the new Release?
	



25.6 How many releases are supported? How many are maintained?
	



25.7 What is your process for the State to recommend future software changes?
	



25.8 Is there an emergency change process / enhancement? Describe the process and associated timing.
	



25.9 How does your company prioritize future changes requested by the State and other customers? Provide an example of form(s) or document(s) that will be used as part of enhancement requests and change request process.
	



25.10 Will training be updated and rolled out as needed for new versions of the software? Describe the process.
	



25.11 What authority will the State have to stop a production release if testing reveals an issue that the State deems critical?
	



25.12 How are updates to testing materials integrated into the release management process?
	



25.13 Will your company provide assistance with installation?
	



25.14 Is there an installation guide available and will you provide a copy to the State?
	



25.15 Is telephone assistance available for both installation and use?
	



25.16 Is on-site assistance available? If so, is there a charge? What is the charge?
	



25.17 Will the implementation plan include user acceptance testing?
	



26. Post Go-Live Support
26.1 Describe your company’s process and role in post go-live support.
	



26.2 What duration does your company recommend for post go-live support?
	



26.3 Please acknowledge your understanding of the warranty period outlined in the Scope of Work. Explain your approach to providing a warranty on delivered solutions.
	 


 
27. Transition
27.1 Describe the transition process to migrate application support to the State or another supplier as needed.
	



27.2 What timing does your company recommend starting the transition? When will the transition be finished?
	



27.3 To what extent and in what duration will your company personnel be available post-transition if questions or issues arise as part of support.
	



27.4 What is your approach for transitioning to another vendor at the end of the contract period, should the contract not be renewed?
	 


 
28. Support and Help Desk
28.1 Describe your company’s overall support strategy / support options?
	



28.2 Provide a transition plan to be executed that will culminate in you supporting the application.
	



28.3 What options exist and what is the recommended help desk availability window for the solution?
	



28.4 What options exist for contacting the help desk and what is recommended approach for this solution?
	



28.5 How are trouble tickets submitted to the help desk?
	



28.6 How are help desk operators trained?
	



28.7 Are help desk or support center personnel internal company resources or are these services outsourced to third parties?
	



28.8 How does your company monitor the entire solution, including the application layer, network, and data center?
	



28.9 Describe your company’s escalation process. If there is a problem, what escalation procedures do you have? Are there tiered layers? What happens at each stage?
	



28.10 What was the application’s percent uptime during the last 12-month period?
	



28.11 What was the application’s percent uptime during the last 24-month period?
	



28.12 What are your company’s maintenance windows?
	



28.13 Are there expected periods of time where the application will be unavailable for use?
	



28.14 Is there a strategy for mitigating unplanned disruptions?
	



28.15 It is State policy that all Vendor/Contractor Remote Access to systems for support and maintenance on the State Network will only be allowed through Citrix Secure Gateway. Would this affect implementation of the system?
	



28.16 Is there a method established to communicate availability of system updates?
	



28.17 The State implements enterprise-wide anti-virus solutions on all servers and workstations as well as controls the roll-outs of all Microsoft patches based on level of criticality. Do you have any concerns in regard to this process?
	



28.18 Is there a Support Lifecycle Policy within the organization for the software in question? Does it outline and establish a consistent and predictable support timeline?
	



28.19 How will patches and/or Service Packs be distributed to the Acquirer?
	



28.20 What services does the help desk, support center, or (if applicable) online support system offer?
	



28.21 How do you notify users of status updates as their help desk ticket moves from submission through resolution?
	



28.22 What controls are in place to ensure that only the accepted/released software is placed on media for distribution?
	



28.23 Can patches and Service Packs be uninstalled?
	



28.24 Are the procedures for uninstalling a patch or Service Pack automated or manual?
	



28.25 Are third-party developers contractually required to follow your configuration management policies?
	



28.26 Does the documentation explain how to install, configure, and/or use the software securely?
	



28.27 Does it identify options that should not normally be used because they create security weaknesses?
	



28.28 Is a validation test suite or diagnostic available to validate that the application software is operating correctly and in a secure configuration following installation?
	



28.29 Has civil legal action ever been filed against your company for delivering or failing to correct defective software? Explain.
	



28.30 How extensively are patches and Service Packs tested before they are released?
	



28.31 How are reports of defects, vulnerabilities, and security incidents involving the software collected, tracked, and prioritized?
	



28.32 How do you set the relative severity of defects and how do you prioritize their remediation?
	



28.33 Does your company’s defect classification scheme include security categories?
	



28.34 Will ICJI have a specific point of contact for issues extending beyond helpdesk capabilities?
	



29. Service Level Agreements (SLAs)
29.1 Can you provide high availability systems? What is considered high availability?
	



29.2 How does your company calculate network availability?
	



29.3 What are your company’s service levels for hosting, help desk, etc.?
	



29.4 How often are the service levels reviewed and will the State be provided with service level results for each period?
	



29.5 Will the service fees be reduced if agreed upon service levels are not met? Describe.
	



29.6 Provide details and describe SLAs for incident response. Include how incidents will be handled and communicated to the State.
	



30. Backup and Recovery
30.1 What are examples of the types of issues that would drive the need for a disaster recovery?
	



30.2 When is the last time a disaster recovery was initiated and for what purpose?
	



30.3 Where is the disaster recovery site as compared to the primary site?
	



30.4 Describe the high-level disaster recovery activities to be used to restore the application and the associated timeline and ownership of those activities.
	



30.5 What, if any, impact will the State experience because of utilizing the application at the disaster recovery site until the primary site can be restored?
	



30.6 What is the maximum application downtime the State can expect once a disaster recovery is initiated?
	



30.7 How often is a disaster recovery exercise performed for testing purposes and how will the State participate?
	



30.8 What priority can the State expect if a disaster recovery is initiated?
	



30.9 The State expects to be able to move your product, without cost, for Disaster Recovery purposes and to maintain high availability. Will this be an issue?
	



30.10 What are your data backup policies and procedures, including frequency?
	



30.11 How frequently are your backup procedures verified?
	



30.12 What are the procedures for evaluating any vendor security alerts and installing patches and Service Packs?
	



30.13 Is testing done after changes are made to servers?
	



30.14 What are your rollback procedures in the event of problems resulting from installing a patch or Service Pack?
	



30.15 Do you have a formal disaster recovery plan?
	



30.16 What actions will be taken to recover from a disaster?
	



30.17 Are warm or hot backups available?
	



30.18 Will the system require transaction logging for database recovery?
	



30.19 What is your approach to testing data backup procedures?
	



31. Data Center Management
31.1 Is the data center owned and operated by your company or does your company subcontract out this functionality? If subcontracted, identify the subcontractor(s).
	



31.2 Is redundant power supplied to the cabinets / facility?
	



31.3 Describe all major power failures your company has experienced. Are power failures tested? How often?
	



31.4 Does your company provide remote operations for its data center(s)?
	



31.5 Describe the backup and recovery procedures your company has in place.
	



31.6 Describe your company’s planned outage windows (including maintenance, backup cycles, production changes and infrastructure upgrades). Does the State have any authority to delay / postpone an outage if that outage would cause issues with critical business processes during that outage?
	



31.7 How do you ensure there is minimal downtime during normal working hours? What guarantees do you offer for uptime?
	



31.8 Describe your company’s strategy and process for hardware, software, operating system patching / upgrades / updates.
	



31.9 Describe your company’s logical security measures in place.
	



31.10 What physical security measures does your company have in place (i.e., key cards for caged areas)? Are surveillance cameras at the entrance to your company’s facility? How will you ensure the physical security to the data center and any corresponding facilities?
	



31.11 Are security guards on duty at all times? If not, what is the current security guard schedule?
	



31.12 Are locked cages, cabinets, and racks provided?
	



31.13 Are customers allowed entry to the data center floor?
	



31.14 Are non-employees allowed entry to the data center floor or development areas?  
	 



32. Security
32.1 Provide all applicable security and privacy policies that your organization maintains.
	



32.2 If the software application is being hosted, provide your disaster recovery or business continuity plans.
	



32.3 Review the State’s Information Security Framework (https://www.in.gov/iot/iot-vendor-engagement/) and either confirm that your company conforms to the policy or provide explanation to the areas for which your company does not conform.
	



32.4 Are f store the data d across several customers or does each customer have its own firewall?
	



32.5 How is Customer A prevented from accessing Customer B’s data? What is your company’s client data isolation scheme?
	



32.6 What application and infrastructure intrusion detection programs are in place? What mechanisms are in place to provide real-time alerts for intrusion detection?
	



32.7 What mechanisms are in place to protect against service attacks?
	



32.8 Has someone ever compromised the integrity of your company’s network? If so, what happened and what was the response?
	



32.9 What roles on the respondent team have access to customer accounts and what is the purpose of that access?
	



32.10 Are the data centers audited and / or certified? Provide details of Server Scans details, etc.
	



32.11 Provide your company’s most recent security audit results.
	



32.12 What type of application scans does your company provide and at what frequency?
	



32.13 What is your company’s data encryption strategy for data at rest and data in transit?
	



32.14 Confirm that any data provided by or for the State remains State property and may not be marketed or sold by the respondent without the express written State consent.
	



32.15 Describe your company strategy and process for operating security and middleware security updates and maintenance.
	



32.16 Describe your company’s strategy on Application Scanning.
	



32.17 Does your company require background checks to all personnel that are assigned to develop applications?
	



32.18 Is your company’s staff required to use key cards for entry maintenance and support areas?
	



32.19 Is each person dedicated to developing code for one customer or for multiple customers on the same workstation?
	



32.20 What mechanisms are in place to protect against service attacks?
	



32.21 Who on the Respondent team has access to code and data? What is the purpose of that access?
	



32.22 Who and when are security tests performed on the product?
	



32.23 Are tests performed by an internal test team, by an independent third party, or by both?
	



32.24 Are security-specific regression tests performed during the development process? If yes, how frequently are the tests performed?
	



32.25 How has the software been measured/assessed for its resistance to identified, relevant attack patterns?
	



32.26 Are Common Vulnerabilities & Exposures (CVE®) or Common Weakness Enumerations (CWEs) used?
	



32.27 How have the findings been mitigated?
	



32.28 Has the product undergone any penetration testing? When? By Whom?
	



32.29 Are the test reports available under a nondisclosure agreement?
	



32.30 How have the findings been mitigated?
	



32.31 Are there current publicly known vulnerabilities in the software (i.e., an unrepaired common weakness enumeration [CWE] entry)? If yes please explain.
	



32.32 What are your policies and practices for reviewing design and architecture security impacts in relation to deploying patches?
	



32.33 Does security testing occur during unit level test phase?
	



32.34 Does security testing occur during integration test phase?
	



32.35 Does security testing occur during system test phase?
	



32.36 Does security testing occur during acceptance test phase?
	



32.37 Does your company develop security measurement objectives for phases of the SDLC?
	



32.38 Has your company identified specific statistical and/or qualitative analytical techniques for measuring attainment of security measures?
	



32.39 Does your company have a vulnerability management and reporting policy? Is it available for review?
	



32.40 Describe your security testing processes.
	



32.41 How frequently is the security tests performed?
	



32.42 Are the tests performed by internal resources or by a third party?
	



32.43 Do you perform penetration testing of the service? If yes, how frequently are penetration tests performed?
	



32.44 Are the tests performed by internal resources or by a third party?
	



32.45 Are there some requirements for security that are “structured” as part of general releasability of a product and others that are “as needed” or “custom” for a particular release?
	



32.46 What process is utilized by your company to prioritize security related enhancement requests?
	



32.47 What threat assumptions were made, if any, when designing protections for the software and information assets processed?
	



32.48 What security criteria, if any, are considered when selecting third-party suppliers?
	



32.49 What release criteria does your company have for its products regarding security?
	



32.50 Explain how and where the software validates (e.g., filter with whitelisting) inputs from untrusted sources before being used.
	



32.51 Are Common Vulnerabilities & Exposures (CVE®) or Common Weakness Enumerations (CWEs) used? How have the findings been mitigated?
	



32.52 Has the software been evaluated against the Common Criteria (CC), FIPS 140-2, or other formal evaluation processes?
	



32.53 If the CC, what evaluation assurance level (EAL) was achieved?
	



32.54 If the product claims conformance to a protection profile, which one(s)?
	



32.55 Are the security target and evaluation report available?
	



32.56 Are static or dynamic software security analysis tools used to identify weaknesses in the software that can lead to exploitable vulnerabilities? If yes, which tools are used? What classes of weaknesses are covered? When in the SDLC are these scans performed?
	



32.57 What is your protocol for handling a data breach? What safeguards are in place to protect the data from breaches?
	 



32.58 What are your plans to mitigate technology risks, whether from failures or external threats?
	 



33. Cloud Questionnaire
33.1 The Indiana Office of Technology requires that any entity complete a Cloud Questionnaire if the proposed solution is hosted outside of the State’s physical infrastructure or outside of one of the State’s managed cloud providers. Please complete Attachment K – Cloud Questionnaire and confirm your review and completion in the response area below.
	



33.2 FedRAMP empowers agencies to use modern cloud technologies, with an emphasis on security and protection of federal information. Are you, or if the data is being hosted by a subservice provider are they, FedRAMP certified?
	



33.3 If any cloud services are provided by a third-party, do you have contractual requirements with them dealing with: security for their I/T systems? If yes, summarize the contractual requirements.
	



33.4 If any cloud services are provided by a third-party, do you have contractual requirements with them dealing with: A) security for their staff vetting? B) security for their staff security training? If yes, summarize the contractual requirements.
	



33.5 If yes to the "if any cloud services" questions above, how do you evaluate the third-party’s adherence to the contractual requirements? 
	



33.6 Do you employ two-factor authentication before personnel can access sensitive records?
	 


 
34. Analytics 
34.1 Describe an approach for collaborative work with ICJI to develop an Analytics Plan.
	 


 
34.2 Describe in detail how the required functions of the Analytics Plan will be met in their proposed Analytic Environment and the associated timelines.
	 


 
34.4 What is your current ability to provide standard reports on a regularly scheduled basis that are available for download?
	 


 
34.5 Describe your standard reporting packages or capabilities.  Provide example reports.
	 


 
34.6 Describe the level of personalization available to standard reports. Describe what slicers are available to be applied to standard reports for detailed data views.
	 


 
34.7 Describe how new reporting needs are proactively identified.
	 


 
34.8 Describe your in-house resources to ensure reports are statistically valid.
	 


 
34.9 Describe the data formats and data languages used in the data warehouse to facilitate data exchange and presentation. Is your data warehouse compatible with all the following formats: HTML, PDF, XML, Excel, comma-separated values (CSV), and PPT?
	 


 
34.10 Describe your system’s ability to produce interactive dashboards. Would it allow the State’s users to drill down for more details on each item?  Provide example screenshots.
	 


 
34.11 Describe the analytics capabilities you provide beyond reporting.
	 


 
34.12 Describe your ability to provide comparative benchmarks for the State.
	 


 
34.13 Describe your case-mix system’s capabilities to flag identified diseases and utilization patterns.
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