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CHAPTER 207

Cybersecurity Incident Reporting

Definitions

“Attack vector” means one of the following categories of methods or
ways for attacking, infiltrating, or otherwise compromising a computer
network system:

(A) Ransomware;

(B) Business email compromise;

(C) Vulnerability exploitation;

(D) Zero-day exploitation;

(E) Distributed denial of service;

(F) Web site defacement; and

(G) Other sophisticated attacks as defined by the chief information officer
of the Office and that are posted on the Office’s Internet web site.

“Office” means the Office of Technology of the State of Indiana.

“Cybersecurity incident” means a malicious or suspicious occurrence
that consists of one (1) or more categories of attack vectors that:

(A)Jeopardizes or may potentially jeopardize the confidentiality, integrity,
or availability of an information system, an operational system, or the
information that such systems process, store, or transmit;

(B) Jeopardizes or may potentially jeopardize the health and safety of the
public; or,

(C) Violates security policies, security procedures, or acceptable use
policies.

Designation of Primary Reporters

The following employment positions within Monroe County Government
are designated as “primary reporters” for purposes of this Chapter:

(A) Chief Technology Officer of the Monroe County Technical Services
Department;

(B) Commissioners Administrative Assistant; and,

(C) County’s Cyber Insurance Carrier.

The name and contact information of each primary reporter shall be
provided to the Office before September 1% of each year.
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207-3. Reporting Requirement

A primary reporter shall report any cybersecurity incident using their best
professional judgment to the Office without unreasonable delay and not
later than two (2) business days after discovery of the cybersecurity
incident in a format prescribed by the chief information officer of the
Office. Nothing in this section shall be construed to require reporting that
conflicts with federal privacy laws or is prohibited due to an ongoing law
enforcement investigation

[end of chapter]
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